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This document describes the features, restrictions and guidelines, open problems, and workarounds for 


version 5700-CMW710-R2311P01. Before you use this version in a live network, back up the 


configuration and test the version to avoid software upgrade affecting your live network.  


Use this document in conjunction with HP 5700-CMW710-R2311P01 Release Notes (Software Feature 


Changes) and the documents listed in "Related documentation." 


Version information 


Version number 


HP Comware Software, Version 7.1.045, Release 2311P01 


Note: You can see the version number with the command display version in any view. Please see 


Note①. 


Version history 


Table 1 Version history 


Version number Last version Release Date 
Release 
type 


Remarks 


5700-CMW710-


R2311P01 


5700-CMW710-R2


311 
2014-7-16 


Release 


version 


Added features: 


 TCP fragment attack protection 


 DHCPv6 client 


 Static IPv6 prefix configuration 


 IPv6 prefix information display 


Deleted features: 


 Clearing outgoing 


queue-based traffic statistics 


Fixed bugs. 


5700-CMW710-


R2311 


5700-CMW710-R2


310 
2014-6-25 


Release 


version 


Added features: 


 CWMP 


 NETCONF over SSH 


Modified features: 


 Generating SSH key pairs 


Fixed bugs. 


5700-CMW710-


R2310 
First release 2014-5-23 


Release 


version 
None 


 







Hardware and software compatibility matrix 


Table 2 Hardware and software compatibility matrix 


Item Specifications 


Product family 5700 Series 


Hardware platform 


HP 5700-40XG-2QSFP+/HP 5700-40XG-2QSFP+ TAA 


HP 5700-32XGT-8XG-2QSFP+/HP 5700-32XGT-8XG-2QSFP+ TAA  


HP 5700-48G-4XG-2QSFP+/HP 5700-48G-4XG-2QSFP+ TAA 


Minimum memory requirements 2 GB 


Minimum Flash requirements 512 M 


Boot ROM version 
Version 132 or higher (Note: Use the display version command in any 


view to view the version information. Please see Note②) 


Host software 5700-CMW710-R2311P01.ipe 


iMC version 


iMC BIMS 7.0 (E0201P02) 


iMC EAD 7.0 (E0202) 


iMC UAM 7.0 (E0203) 


iMC TAM 7.0 (E0203) 


iMC NTA 7.0 (E0201P02) 


iMC PLAT 7.0 (E0202L02) 


iMC QoSM 7.0 (E0201H01) 


iMC SDNM 7.0 (E0201H01) 


iMC UBA 7.0 (E0201P02) 


iMC VCM 7.0 (E0202H01) 


iNode version iNode PC 7.0 (E0203) 


Web version None 


Remarks None 


 


Display the system software and Boot ROM versions of 5700:  


<HP> display version                                                             


HP Comware Software, Version 7.1.045, Release 2311P01           ------- Note                        


Copyright (c) 2010-2014 Hewlett-Packard Development Company, L.P.                


HP 5700-40XG-2QSFP+ Switch uptime is 0 weeks, 0 days, 0 hours, 13 minutes      


Last reboot reason : User reboot                                                 


                                                                                 


Boot image: flash:/5700-cmw710-boot-r2311p01.bin                                 


Boot image version: 7.1.045P15, Release 2311P01                                  


  Compiled Jul 16 2014 12:19:46                                                  


System image: flash:/5700-cmw710-system-r2311p01.bin                             


System image version: 7.1.045, Release 2311P01                                   


  Compiled Jul 16 2014 12:19:56                                                             


                           







Slot 1  


HP 5700-40XG-2QSFP+ with 2 Processors  


Last reboot reason : User reboot  


2048M bytes SDRAM  


4M bytes Nor Flash Memory  


512M bytes Nand Flash Memory  


Config Register points to Nand Flash  


                                                                                 


Hardware Version is Ver.B  


CPLDA Version is 002, CPLDB Version is 002  


BootRom Version is 132                                     ------ Note 


[SubSlot 0] 40SFP Plus+2QSFP Plus Hardware Version is Ver.B  


    


ISSU compatibility list 


Table 3 ISSU compatibility list 


Current version Earlier version Compatibility 


5700-CMW710-R2311P01 5700-CMW710-R2311 Yes 


 5700-CMW710-R2310 Yes 


Upgrading restrictions and guidelines 


 FCoE traffic is interrupted during an ISSU (ISSU reboot) from R2310 to R2311. 


Hardware feature updates 


5700-CMW710-R2311P01 


None. 


5700-CMW710-R2311 


Added support for the following modules: 


 HP X180 10G SFP+ LC LH 80km 1538.19nm DWDM Transceiver. 


 HP X180 10G SFP+ LC LH 80km 1537.40nm DWDM Transceiver. 







5700-CMW710-R2310 


First release. 
 


Software feature and command updates 


For more information about the software feature and command update history, see HP 


5700-CMW710-R2311P01 Release Notes (Software Feature Changes).  


MIB Updates 


Table 4 MIB updates 


Item MIB file Module Description 


5700-CMW710-R2311P01 


New None None None 


Modified None None None 


5700-CMW710-R2311 


New None None None 


Modified hh3c-lsw-dev-adm.mib HH3C-LSW-DEV-ADM-MIB 


For detailed information, see 


< Comware V7 


S6300&5700 MIB 


Companion(R2311).docx> 


5700-CMW710-R2310 


New First release First release First release 


Modified First release First release First release 


 


Operation Changes 


Operation changes in R2311P01 


 Change to SSH login banner information:  


Before modification, the SSH login banner information is displayed in the sequence of username, 


password, copyright, legal, motd, login, and shell.   


After modification, the SSH login banner information is displayed in the sequence of username, 


login, password, copyright, legal, motd, and shell. 







 Change to the number of MAC addresses that can be displayed: 


Before modification, MAC addresses from the maximum number of preserved MAC addresses 


plus 1 to the maximum number of preserved MAC addresses plus 41 cannot be displayed. 


Preserved MAC addresses include the bridge MAC address and Layer 3 interfaces' MAC 


addresses. Preserved MAC addresses are from the bridge MAC address to the bridge MAC 


address plus n. The following shows the value of n on different switch models: 


 89 for HP 5700-40XG-2QSFP+/HP 5700-40XG-2QSFP+ TAA/HP 


5700-32XGT-8XG-2QSFP+/HP 5700-32XGT-8XG-2QSFP+ TAA/ HP 


5700-48G-4XG-2QSFP+/HP 5700-48G-4XG-2QSFP+ TAA 


After modification, MAC addresses from the maximum number of preserved MAC addresses plus 


1 to the maximum number of preserved MAC addresses plus 41 can be displayed. 


Operation changes in R2311 


 Change to the maximum number of IRF physical ports in an IRF port 


Before modification: Up to four physical ports can be bound to an IRF port. 


After modification: Up to eight physical ports can be bound to an IRF port. 


Operation changes in R2310 


First release. 


Restrictions and cautions 


 If more than 7 VSANs are configured on an 5700 switch's VFC interface that connects to HP 


storage device, the 5700 switch cannot establish a connection to HP storage. 


Use one of the following methods to avoid this problem: 


 Change the default VLAN on the FCoE port of HP storage to a VLAN that is permitted by the 


connected port on the 5700 switch. 


 Change the configuration on 5700 switch; configure one VSAN on the VFC interface that 


connects to HP storage device. 


 After the software is upgraded to R2311 from an old version, it cannot be downgraded to that old 


version through ISSU. 







Open problems and workarounds 


LSV7D008033 


 Symptom: An SSH connection cannot be terminated by using the compound key CTRL+C or 


CTRL+K. 


 Condition: This symptom occurs when you use the compound key CTRL+C or CTRL+K to terminate 


a connection to the SSH server. 


 Workaround: None. 


201406230420  


 Symptom:  An IRF fabric resets an established TCP connection to the controller.  


 Condition: This symptom can be seen if the following conditions exist: 


 A subordinate switch in the IRF fabric connects to the controller. 


 Repeatedly execute shutdown and undo shutdown commands on the port connected to the 


controller.   


 Workaround: None. 


201406240010 


 Symptom: The switch fails to perform local authentication for an administrator user (as configured) 


after remote HWTACACS authentication fails.  


 Condition: This symptom can be seen if the switch cannot exchange packets with the remote 


HWTACACS server after they establish a TCP connection.  


 Workaround: None. 


201407020210 


 Symptom: If an STP edge port goes down and up, all MAC entries on the switch are deleted.   


 Condition: This symptom can be seen if the following conditions exist: 


 STP is globally enabled.  


 An STP edge port goes down and up.  


 Workaround: None.  


201407040601 


 Symptom: If a TRILL port is added to an aggregation group, the switch fails to forward traffic due 


to miscalculation of multicast distribution trees. 


 Condition: This symptom can be seen if the following conditions exist: 


 A TRILL port is in an aggregation group. 


 The TRILL neighbor of the port is the peer of the port's aggregation group. 


 Workaround: None. 







201407080486 


 Symptom: The info-center loghost command is configured on a switch to specify two or more log 


hosts by IP address. However, the specified log hosts cannot receive logs from the switch.  


 Condition: This symptom can be seen if the following conditions exist: 


 The switch runs on Release 2310 or later and  is restarted after the log host configuration is 


saved. 


 The switch runs on Release 2310 or earlier and is upgraded to Release 2310 or later after the 


log host configuration is saved. 


 Workaround: Use the undo info-center loghost hostname command to remove the log host 


configuration, and then execute the info-center loghost command to reconfigure the log hosts. 


List of resolved problems 


Resolved problems in R2311P01 


201406090268 


 Symptom: Flow control does not take effect when an Ethernet interface receives pause frames.  


  Condition: This symptom can be seen when the following procedure is performed:   


a. Restore a physical IRF port to a common Ethernet interface.   


b. Enable flow control on the Ethernet interface by using the flow-control command.  


201403200509 


 Symptom: A user who is authorized access permission to the interface feature cannot execute 


the mdix-mode and undo mdix-mode commands in interface view. 


 Condition: This symptom occurs when the user executes the commands in the following 


conditions:  


 The user has user role rules that can access the interface feature. 


 The user does not have user role rules configured for the commands individually. 


201404010200 


 Symptom: RBAC fails to control a user's access to specific interfaces when the interface numbers 


specified in the user role resource access policies contain leading digits. 


 Condition: This symptom occurs when the interface numbers specified in the user's user role 


resource access policies contain leading digits. For example, Ten-GigabitEthernet 02/0/1, 


Ten-GigabitEthernet 2/00/1, and Ten-GigabitEthernet 2/0/01 contain leading digit 0. 


201406190088 


 Symptom: CVE-2014-0224.  







 Condition: This symptom can be seen when Open SSL Server is used. 


201403200475 


 Symptom: A user who has access permission to the device feature cannot execute the 


password-recovery enable or undo password-recovery enable command. 


 Condition: This symptom occurs when the user executes the password-recovery enable and undo 


password-recovery enable commands in the following conditions: 


 The user has access permission to the device feature. 


 No permit command rule is configured for the commands. 


201406040553 


 Symptom: The output from the display transceiver alarm command sometimes does not show alarm 


information for a 40GE transceiver module. After the 40GE interface is split into four 10GE 


interfaces, the output shows RX signal loss, which should be RX loss of signal.  


 Condition: This symptom can be seen when a 40GE fiber port is inserted with a 40GE transceiver 


module.  


201406160009 


 Symptom: When ARP packets are sent to the ingress port of an OpenFlow instance, twice as many 


ARP packets are received on the output port. 


 Condition: This symptom can be seen if the following procedure is performed:  


a. Create an OpenFlow instance that contains one ingress port and one output port.  


b. Create a flow entry with the output port as All. Then the ingress port receives ARP packets.  


201405260353  


 Symptom: After a reboot, the system enables SNMP v3, which is not enabled in the configuration 


file.  


 Condition: This symptom can be seen if the following procedure is performed: 


a. Configure the SNMP version as v1 or v2c by using the snmp-agent sys-info version command.  


b. Save the configuration. 


c. Delete the .mdb file. 


d. Reboot the switch.  


201406110376 


 Symptom: The system cannot display electronic label information for some SFP-GE modules.  


 Condition: This symptom can be seen if the following procedure is performed: 


a. Insert one of the following modules: JD113A, JD114A, JD115A, JD116A, JD109A, JD110A, 


JD111A, JD112A, JF829A, JF830A, and JF831A. The output from the display transceiver 


interface command does not display J# for these modules.  


b. Execute the display transceiver manuinfo command to display transceiver manufacture 


information.  







TB201404250053 


 Symptom: When the uplink interface that connects an NPV switch to an FCF switch becomes 


operational, the network card connected to the NPV switch might not register itself with the FCF 


switch.  


 Condition: This symptom can be seen if the following procedure is performed:  


a. An FC network card is connected to an NPV switch. The NPV switch is connected to an FCF 


switch. 


b. The FC interface that connects the NPV switch to the FC network card is assigned to a VSAN 


as an access port.  


c. The FC network card sends FLOGI packets to register itself with the FCF switch. The FC network 


card fails to register after several attempts, so the FC network stops registering itself with the 


FCF switch.  


d. The uplink interface that connects the NPV switch to the FCF switch becomes unavailable 


(down at the physical layer or data link layer).  


e. The uplink interface becomes operational after a period of time.  


201406030245 


 Symptom: Multicast data is cleared from hh3cIgmpSnoopingClearStats MIB.  


 Condition: This symptom can be seen if the hh3cIgmpSnoopingClearStats is set to 1 when 


hh3cIgmpSnoopingStatsObjects has multicast data.  


201405120011 


 Symptom: An OpenFlow instance cannot forward incoming VRRP packets to the controller.  


 Condition: This symptom can be seen if the following conditions exist: 


 Interfaces 1 and 2 are connected through a cable. 


 Interface 1 belongs to VLAN 1 where VRRP is enabled. 


 Interface 2 belongs to VLAN 2 that is configured as an OpenFlow VLAN. 


Resolved problems in R2311 


201406170025 


 Symptom:  After the undo shutdown command is executed on a fiber port, the port takes a certain 


time to come up. Or displaying diagnostics/alarm information on the fiber port responds slowly.  


 Condition: This symptom can be seen if the following conditions exist: 


 The fiber port connects to another device's fiber port.  


 The shutdown and undo shutdown commands are executed on the fiber port. Or the 


diagnostics/alarm information is displayed for the fiber port. 







201406200497 


 Symptom:  The switch has an exception or a watchdog reboot occurs upon receiving packets that 


match IRF packet type from a user port.  


 Condition: This symptom can be seen when the switch receives packets that match IRF packet type 


from a user port.  


201404300315/201404300303/201405150530/201405090318 


 Symptom: After an ISSU, the VSI connected to the CAS server goes offline and cannot come online 


again. The switch displays that the VSI comes online but the CAS server displays that the VSI has 


been offline.  


 Condition: This symptom occurs after an ISSU.  


201405080449 


 Symptom: An exception occurs to portal authentication, resulting in a system reboot.  


 Condition: This symptom can be seen if one of the following conditions exists: 


 Users frequently come online and go offline.  


 Portal packets have multiple attributes.  


 Portal packets that have illegal attributes exist.  


 Press CTRL+C when the display portal user command is executed.  


201406040842 


 Symptom: The system prompts that a transceiver module is removed during an ISSU.  


 Condition: This symptom can be seen if the ISSU method is ISSU Reboot.  


201405090087 


 Symptom: Enabling private VLAN on a 5700 series switch fails.  


 Condition: This symptom can be seen if you enable primary VLAN on a 5700 series switch. 


201403120102 


 Symptom: The ports that connect an HP 5700-32XGT-8XG-2QSFP+/HP 5700-32XGT-8XG-2QSFP+ 


TAA switch and a 5900AF-48G-4XG-2QSFP+ switch cannot go up.  


 Condition: This symptom can be seen when the following conditions exist: 


 An 10G copper port of HP 5700-32XGT-8XG-2QSFP+/HP 5700-32XGT-8XG-2QSFP+ TAA 


connects to a 1G copper port of 5900AF-48G-4XG-2QSFP+. 


 EEE energy-saving is enabled on the HP 5700-32XGT-8XG-2QSFP+/HP 


5700-32XGT-8XG-2QSFP+ TAA switch. 


201405230102 


 Symptom: The display power command does not output any information.  


 Condition: This symptom can be seen after the switch is started up.  







201403200271 


 Symptom: Identical MAC entries exist on an IRF fabric.  


 Condition: This symptom can be seen if the following conditions exist: 


 Multiple switches form the IRF fabric.  


 An aggregate S channel is created through EVB. MAC and VLAN are used to identify traffic. 


 An IRF master/subordinate switchover is performed.  


201405090318 


 Symptom: After an ISSU, VSIs lose the connectivity to the CAS server.  


 Condition: This symptom can be seen if the following conditions exist: 


 EVB is configured on the switch to connect the CAS server.  


 An ISSU is performed at the CLI to upgrade the software.   


201405100126 


 Symptom: An ISSU fails on an HP 5700-40XG-2QSFP+/HP 5700-40XG-2QSFP+ TAA switch.  


 Condition: This symptom can be seen if the HP 5700-40XG-2QSFP+/HP 5700-40XG-2QSFP+ TAA 


switch has a 40G transceiver module.  


201404250050 


 Symptom: An FCoE switch fails to communicate with the connected server's NIC. 


 Condition: This symptom can be seen if the NIC continuously sends two FDISC packets.  


201404010478 


 Symptom: The output from the debug qacl show verbose command in probe view shows that the 


ACL entries for IP source guard are not deleted after IP source guard is disabled.  


 Condition: This symptom can be seen if the following procedure is performed: 


a. Configure MFF and IP source guard. 


b. Perform an ISSU to upgrade the software. 


c. Disable IP source guard.  


201405090467 


 Symptom: After an ISSU reboot, a port enabled with storm-constrain prints traffic alarm 


information. 


 Condition: This symptom can be seen after an ISSU reboot.  


201404140465   


 Symptom: After a reboot, the four 10GE ports split from a 40GE QSFP+ port might fail to identify 


the transceiver module.  


 Condition: This symptom can be seen if the following procedure is performed: 


a. Insert a transceiver module into a 40GE QSFP+ port. 







b. Split the 40GE QSFP+ port into four 10GE ports. 


c. Reboot the switch.  


201405120151 


 Symptom: The sequence number of a transceiver module obtained from IMC is incorrect.  


 Condition: This symptom can be seen when you use IMC to view the sequence number of a 


transceiver module. 


201405140359/201405120461 


 Symptom: After a member port is added to an aggregation interface, the member port might fail to 


forward multicast traffic.   


 Condition: This symptom might be seen after a member port is added to an aggregation interface 


that acts as an egress port for multicast forwarding.   


201405140076 


 Symptom: The output from the display diagnostic-information command is incomplete.  


 Condition: This symptom can be seen in the output from the display diagnostic-information 


command. 


201405060082 


 Symptom: A walk on hh3cevtPortSw-SFP-8GFC-SW or hh3cevtPortSw-SFP-8GFC-LW MIB returns 


incorrect information.  


 Condition: This symptom can be seen during a walk on hh3cevtPortSw-SFP-8GFC-SW or 


hh3cevtPortSw-SFP-8GFC-LW MIB. 


201404090038 


 Symptom: A walk on a 10G copper port's LswportType MIB returns incorrect information. 


 Condition: This symptom can be seen during a walk on a 10G copper port's LswportType MIB. 


201405080391 


 Symptom: The CPU usage of an IRF fabric increases, delaying access from other devices to the IRF 


fabric.  


 Condition: This symptom can be seen if the following conditions exist: 


 Multiple IRF member switches send packets that have the same 5-tuple at the same time.  


 The sent packets match ECMP routing, and all egress ports are Layer 3 ports.  


 Each slot has at least one egress port.  


201405150545  


 Symptom: The switch might fail to forward TRILL broadcast traffic.  


 Condition: This symptom might be seen if the following conditions exist: 


 A TRILL access port's link type is set to trunk and it permits multiple VLANs. 


 Repeated shutdown and undo shutdown operations are performed on another TRILL trunk port.  







201405140297 


 Symptom: IGMP snooping entries cannot be established for TRILL, resulting in multicast forwarding 


failure.   


 Condition: This symptom can be seen if the following procedure is performed: 


 A port enabled with TRILL is added to a multicast entry.  


 The VLAN enabled with IGMP snooping is configured with igmp-snooping drop-unknown. 


 The reset trill command is repeatedly executed.  


201405120392  


 Symptom: After the broadcast-suppression, multicast-suppression, or unicast-suppression 


command (that sets a non-zero percent or kbps value) is executed, the system prompts that the 


command does not take effect.   


 Condition: This symptom can be seen if the following procedure is performed: 


a. Use the broadcast-suppression, multicast-suppression, or unicast-suppression command to set 


a pps value of 0, and then restore the default.  


b. Use the broadcast-suppression, multicast-suppression, or unicast-suppression command to set 


a percent or kbps value of 0. 


c. Use a different command to set a non-zero percent or kbps value. For example, if the previous 


step uses broadcast-suppression, this step uses multicast-suppression or unicast-suppression. 


201404280244  


 Symptom: The switch fails to forward OpenFlow traffic.   


 Condition: This symptom can be seen during batch assignment of flow entries.  


201405140158 


 Symptom: The dis evb summary command displays incorrect information. 


 Condition: This symptom can be seen if the dis evb summary command is executed when the S 


channel of a VSI (not the last one) is being deleted.  


201406050920 


 Symptom: A walk on snmpIfInDiscards MIB returns statistics for pause frames.  


 Condition: This symptom can be seen if the port is configured with flow-control or flow-control 


receive enable, and received pause frames.  


201406050946 


 Symptom: TCP/UDP traffic can be forwarded through only one link in an aggregation group.  


 Condition: This symptom can be seen when TCP/UDP traffic passes through an aggregate interface 


that is not configured with load sharing. 







201405150545 


 Symptom: The switch fails to forward TRILL traffic, or when TRILL debug information is displayed, the 


switch unexpectedly reboots.  


 Condition: This symptom can be seen if the following conditions exist: 


 Multiple links are enabled with TRILL or an aggregate interface is enabled with TRILL.  


 The trill enable/undo trill enable operations, or the trill cost enable/undo trill cost enable 


operations are performed on a TRILL port. 


Resolved problems in R2310 


First release. 


Related documentation 


Documentation set 


 About the HP FlexFabric 5700 Configuration Guides-R2310 


 HP FlexFabric 5700 Fundamentals Configuration Guide-R2310 


 HP FlexFabric 5700 IRF Configuration Guide-R2310 


 HP FlexFabric 5700 Layer 2—LAN Switching Configuration Guide-R2310 


 HP FlexFabric 5700 Layer 3—IP Services Configuration Guide-R2310 


 HP FlexFabric 5700 Layer 3—IP Routing Configuration Guide-R2310 


 HP FlexFabric 5700 IP Multicast Configuration Guide-R2310 


 HP FlexFabric 5700 ACL and QoS Configuration Guide-R2310 


 HP FlexFabric 5700 Security Configuration Guide-R2310 


 HP FlexFabric 5700 High Availability Configuration Guide-R2310 


 HP FlexFabric 5700 Network Management and Monitoring Configuration Guide-R2310 


 HP FlexFabric 5700 FCoE Configuration Guide-R2310 


 HP FlexFabric 5700 TRILL Configuration Guide-R2310 


 HP FlexFabric 5700 EVB Configuration Guide-R2310 


 HP FlexFabric 5700 OpenFlow Configuration Guide-R2310 


 HP FlexFabric 5700 Configuration Guides Index-R2310 


 About the HP FlexFabric 5700 Command References-R2310 


 HP FlexFabric 5700 Fundamentals Command Reference-R2310 


 HP FlexFabric 5700 IRF Command Reference-R2310 







 HP FlexFabric 5700 Layer 2—LAN Switching Command Reference-R2310 


 HP FlexFabric 5700 Layer 3—IP Services Command Reference-R2310 


 HP FlexFabric 5700 Layer 3—IP Routing Command Reference-R2310 


 HP FlexFabric 5700 IP Multicast Command Reference-R2310 


 HP FlexFabric 5700 ACL and QoS Command Reference-R2310 


 HP FlexFabric 5700 Security Command Reference-R2310 


 HP FlexFabric 5700 High Availability Command Reference-R2310 


 HP FlexFabric 5700 Network Management and Monitoring Command Reference-R2310 


 HP FlexFabric 5700 FCoE Command Reference-R2310 


 HP FlexFabric 5700 TRILLl Command Reference-R2310 


 HP FlexFabric 5700 EVB Command Reference-R2310 


 HP FlexFabric 5700 OpenFlow Command Reference-R2310 


 HP FlexFabric 5700 Installation Guide 


 HP A58x0AF 650W AC (JC680A) & 650W DC (JC681A) Power Supplies User Guide 


 HP A58x0AF 300W AC (JG900A) & 300W DC (JG901A) Power Supplies User Guide 


 HP LSWM1FANSC & LSWM1FANSCB Installation Manual 


 HP LSWM1HFANSC & LSWM1HFANSCB Installation Manual 


Obtaining documentation 


To find related documents, browse to the Manuals page of the HP Business Support Center website: 


http://www.hp.com/support/manuals  


Contacting HP 


For worldwide technical support information, see the HP support website: 


http://www.hp.com/support 


Before contacting HP, collect the following information: 


 Product model names and numbers 


 Technical support registration number (if applicable) 


 Product serial numbers 


 Error messages 


 Operating system type and revision level 


 Detailed questions 



http://www.hp.com/support/manuals

http://www.hp.com/support





Subscription service 


HP recommends that you register your product at the Subscriber's Choice for Business website: 


http://www.hp.com/go/wwalerts 


After registering, you will receive email notification of product enhancements, new driver versions, 


firmware updates, and other product resources. 


  



http://www.hp.com/go/wwalerts





Appendix A Feature list 


Hardware features 


Table 5 5700 series hardware features 


Item 


HP 
5700-40XG-2QSFP+/H
P 5700-40XG-2QSFP+ 
TAA 


HP 
5700-32XGT-8XG-2QSF
P+/HP 
5700-32XGT-8XG-2QSF
P+ TAA 


HP 
5700-48G-4XG-2QSFP+
/HP 
5700-48G-4XG-2QSFP+ 
TAA 


Dimensions (H × 


W × D) 


43.6 × 440 × 460 mm 


(1.72 × 17.32 × 18.11 in) 


43.6 × 440 × 660 mm 


(1.72 × 17.32 × 25.98 in) 


43.6 × 440 × 460 mm 


(1.72 × 17.32 × 18.11 in) 


Weight ≤ 10 kg (22.05 lb) ≤ 13 kg (28.66 lb) ≤ 10 kg (22.05 lb) 


Console ports 1 


Management 


Ethernet ports 
1 


USB ports 1 


SFP+ ports 40 8 4 


QSFP+ ports 2 


10/100/1000Ba


se-T autosensing 


Ethernet ports 


N/A N/A 48 


1/10GBase-T 


autosensing 


Ethernet ports 


N/A 32 N/A 


Fan tray slots 
LSWM1FANSC  


LSWM1FANSCB  


LSWM1HFANSC 


LSWM1HFANSCB 


LSWM1FANSC  


LSWM1FANSCB 


Power supply slots 


A58x0AF 300W DC 


Power Supply(JG901A)  


A58x0AF 300W AC 


Power Supply(JG900A) 


 


A58x0AF 650W DC 


Power Supply(JC681A) 


A58x0AF 650W AC 


Power Supply(JC680A) 


A58x0AF 300W DC 


Power Supply(JG901A)  


A58x0AF 300W AC 


Power Supply(JG900A) 


A58x0AF 650W DC 


Power Supply(JC681A) 


A58x0AF 650W AC 


Power Supply(JC680A) 


AC-input voltage 
 Rated voltage: 100 VAC to 240 VAC @ 50 or 60 Hz 


 Max voltage: 90 VAC to 264 VAC @ 47 to 63 Hz 







Item 


HP 
5700-40XG-2QSFP+/H
P 5700-40XG-2QSFP+ 
TAA 


HP 
5700-32XGT-8XG-2QSF
P+/HP 
5700-32XGT-8XG-2QSF
P+ TAA 


HP 
5700-48G-4XG-2QSFP+
/HP 
5700-48G-4XG-2QSFP+ 
TAA 


DC-input voltage 


Rated voltage:  


-48 VDC to -60 VDC 


Max voltage:  


-36 VDC to -72 VDC 


Rated voltage:  


-40 VDC to -60 VDC 


Max voltage:  


-40 VDC to -72 VDC 


300W DC Power Supply : 


Rated voltage:  


-48 VDC to -60 VDC 


Max voltage:  


-36 VDC to -72 VDC 


650W DC Power Supply 


Rated voltage:  


-40 VDC to -60 VDC 


Max voltage:  


-40 VDC to -72 VDC 


Minimum power 


consumption 


 Single AC input: 83 W 


 Dual AC inputs: 90 W 


 Single DC input: 80 W 


 Dual DC inputs: 88 W 


 Single AC input: 135 W 


 Dual AC inputs: 150 W 


 Single DC input: 135 W 


 Dual DC inputs: 150 W 


 Single AC input: 98 W 


 Dual AC inputs: 115 W 


 Single DC input: 95 W 


 Dual DC inputs: 110 W 


Maximum power 


consumption 


 Single AC input: 153 


W 


 Dual AC inputs: 162 W 


 Single DC input: 149 


W 


 Dual DC inputs: 157 


W 


 Single AC input: 343 W 


 Dual AC inputs: 350 W 


 Single DC input: 340 W 


 Dual DC inputs: 344 W 


 Single AC input: 157 W 


 Dual AC inputs: 175 W 


 Single DC input: 151 W 


 Dual DC inputs: 169 W 


Operating 


temperature 
0°C to 45°C (32°F to 113°F) 


Operating 


humidity 
10% to 90%, noncondensing 


Software features 


Table 6 Software features of the 5700 series 


Feature 
HP 
5700-40XG-2QSFP+/HP 
5700-40XG-2QSFP+ TAA 


HP 
5700-32XGT-8XG-2QSF
P+/HP 
5700-32XGT-8XG-2QSF
P+ TAA 


HP 
5700-48G-4XG-2QSFP+
/HP 
5700-48G-4XG-2QSFP+ 
TAA 


Full duplex Wire 


speed L2 


switching 


capacity 


960 Gbps 960 Gbps 336Gbps 







Feature 
HP 
5700-40XG-2QSFP+/HP 
5700-40XG-2QSFP+ TAA 


HP 
5700-32XGT-8XG-2QSF
P+/HP 
5700-32XGT-8XG-2QSF
P+ TAA 


HP 
5700-48G-4XG-2QSFP+
/HP 
5700-48G-4XG-2QSFP+ 
TAA 


Whole system 


Wire speed L2 


switching Packet 


forwarding rate  


714.24 714.24 249.98 


Forwarding 


mode  
Store-forward and cut-through 


IRF 


 Ring topology 


 Daisy chain topology 


 LACP MAD 


 ARP MAD 


 ND MAD 


 BFD MAD 


 ISSU 


 IRF comprised of different models 


Link aggregation 


 Aggregation of 10-GE ports 


 Aggregation of 40-GE ports 


 Static link aggregation 


 Dynamic link aggregation 


 When stacked, supports up to 128 aggregation groups, each supporting up to 16 ports 


Data center 


 PFC 


 DCBX 


 FcoE(FCF/Transit/NPV) 


 TRILL 


 EVB 


Flow control  IEEE 802.3x flow control and back pressure 


Jumbo Frame  Supports maximum frame size of 10000 


MAC address 


table 


 128K MAC addresses 


 1K static MAC addresses 


 Blackhole MAC addresses 


 MAC address learning limit on a port 


VLAN 
 Port-based VLANs (4094 VLANs) 


 QinQ and selective QinQ 


VLAN mapping 


 One-to-one VLAN mapping  


 Many-to-one VLAN mapping  


 Two-to-two VLAN mapping  







Feature 
HP 
5700-40XG-2QSFP+/HP 
5700-40XG-2QSFP+ TAA 


HP 
5700-32XGT-8XG-2QSF
P+/HP 
5700-32XGT-8XG-2QSF
P+ TAA 


HP 
5700-48G-4XG-2QSFP+
/HP 
5700-48G-4XG-2QSFP+ 
TAA 


ARP 


 1K entries 


 1K static entries  


 Gratuitous ARP 


 ARP source suppression 


 ARP black hole 


 ARP detection (based on DHCP snooping entries/802.1x security entries/static IP-to-MAC 


bindings) 


 Multicast ARP 


ND 
 512 entries 


 512 static entries 


VLAN virtual 


interface 
32 


DHCP 


 DHCP client 


 DHCP snooping 


 DHCP relay agent 


 DHCP server 


 DHCPv6 server 


IPv4 route 
 128 static routes  


 RIP (Routing Information Protocol) v1/v2; up to 128 IPv4 routes 


IPv6 route 
 128 static routes  


 RIPng: Supports up to 128K IPv6 routes 


IPv4 multicast 
 IGMP snooping v1/v2/v3 


 PIM snooping 


IPv6 multicast 
 MLD snooping v1/v2 


 Ipv6 PIM snooping 


Broadcast/multi


cast/unicast 


storm control 


 Storm control based on port rate percentage  


 PPS-based storm control 


 Bps-based storm control  


MSTP 


 STP/RSTP/MSTP protocol 


 STP Root Guard 


 BPDU Guard 







Feature 
HP 
5700-40XG-2QSFP+/HP 
5700-40XG-2QSFP+ TAA 


HP 
5700-32XGT-8XG-2QSF
P+/HP 
5700-32XGT-8XG-2QSF
P+ TAA 


HP 
5700-48G-4XG-2QSFP+
/HP 
5700-48G-4XG-2QSFP+ 
TAA 


QoS/ACL 


 Restriction of the rates at which a port sends and receives packets, with a granularity of 8 


kbps. 


 Committed access rate (CAR), with a granularity of traffic limit 8 kbps.  


 Eight output queues for each port  


 Flexible queue scheduling algorithms based on port and queue, including strict priority 


(SP), Weighted Deficit Round Robin (WDRR), Weighted Fair Queuing (WFQ), SP + 


WDRR, and SP + WFQ.  


 Remarking of 802.1p and DSCP priorities 


 Packet filtering at L2 (Layer 2) through L4 (Layer 4); flow classification based on source 


MAC address, destination MAC address, source IP (IPv4/IPv6) address, destination IP 


(IPv4/IPv6) address, port, protocol, and VLAN. 


 Time range 


 Weighted Random Early Detection (WRED) 


 Queue based shaping 


 User profile 


 COPP 


 Explicit Congestion Notification (ECN) 


Mirroring 


 Stream mirroring 


 Port mirroring 


 Multiple mirror observing port 


Remote 


mirroring 
 Port remote mirroring (RSPAN) 


Security  


 Hierarchical management and password protection of users 


 AAA authentication 


 RADIUS authentication 


 HWTACACS 


 SSH 2.0 


 Port isolation 


 Port security 


 IP-MAC-port binding 


 IP Source Guard 


 HTTPS 


 SSL 


 PKI 


 Boot ROM access control (password recovery) 


802.1X 


 Up to 2,048 users  


 Port-based and MAC address-based authentication 


 Trunk port authentication 


Traffic 


Management 
 sFlow 







Feature 
HP 
5700-40XG-2QSFP+/HP 
5700-40XG-2QSFP+ TAA 


HP 
5700-32XGT-8XG-2QSF
P+/HP 
5700-32XGT-8XG-2QSF
P+ TAA 


HP 
5700-48G-4XG-2QSFP+
/HP 
5700-48G-4XG-2QSFP+ 
TAA 


Loading and 


upgrading 


 Loading and upgrading through XModem protocol 


 Loading and upgrading through FTP 


 Loading and upgrading through the trivial file transfer protocol (TFTP) 


Management 


 Configuration at the command line interface 


 Remote configuration through Telnet 


 Configuration through Console port 


 Simple network management protocol (SNMP) 


 IMC NMS 


 System log 


 Hierarchical alarms 


 NTP 


 Power supply alarm function 


 Fan and temperature alarms 


Maintenance 


 Debugging information output 


 Ping and Tracert 


 NQA 


 Track 


 Remote maintenance through Telnet 


 802.1ag 


 802.3ah 


 DLDP 


 File download and upload through USB port 


Appendix B Upgrading software 


This chapter describes types of software used on the switch and how to upgrade software while the 


switch is operating normally or when the switch cannot correctly start up.  


System software file types 


Software required for starting up the switch includes:  


 Boot ROM image—A .bin file that comprises a basic section and an extended section. The basic 


section is the minimum code that bootstraps the system. The extended section enables hardware 


initialization and provides system management menus. You can use these menus to load software 


and the startup configuration file or manage files when the switch cannot correctly start up.  


 Software images—Includes boot images and system images.  







 Boot image—A .bin file that contains the operating system kernel. It provides process 


management, memory management, file system management, and the emergency shell. 


 System image—A .bin file that contains the minimum modules required for device operation 


and some basic features, including device management, interface management, configuration 


management, and routing management.  


The software images that have been loaded are called “current software images.” The software 


images specified to load at next startup are called “startup software images.” 


These images might be released separately or as a whole in one .ipe package file. If an .ipe file is used, 


the system automatically decompresses the file, loads the .bin boot and system images in the file and sets 


them as startup software images. Typically, the Boot ROM and software images for this switch series are 


released in an .ipe file named main.ipe.  
 


 NOTE: 


Boot ROM images are not released along with the boot images and system images. To get a version of 


Boot ROM image, contact the HP technical support. 
 


In addition to these images, HP irregularly releases patch images for you to fix bugs without rebooting 


the switch. A patch image does not add new features or functions.  


System startup process 


Upon power-on, the Boot ROM image runs to initialize hardware and then the software images run to 


start up the entire system, as shown in Figure 1. 


Figure 1 System startup process 
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Upgrade methods 


You can upgrade system software by using one of the following methods:  
 


Upgrading method Software types Remarks 


Upgrading from the CLI 


Software images 


 You must reboot the switch to complete 


the upgrade.  


 This method can interrupt ongoing 


network services. 


Patch packages 


The upgrade does not interrupt ongoing 


services. 


Make sure the patch images match the 


current software images. A patch image 


can fix bugs only for its matching software 


image version.  


Upgrading from the Boot menu 
 Boot ROM image 


 Software images 


Use this method when the switch cannot 


correctly start up.  


 CAUTION: 


Upgrading an IRF fabric from the CLI 


instead of the Boot menu.  


The Boot menu method increases the 


service downtime, because it requires that 


you upgrade the member switches one by 


one. 
 


The output in this document is for illustration only and might vary with software releases. This document 


uses boot.bin and system.bin to represent boot and system image names. The actual software image 


name format is chassis-model_Comware-version_image-type_release, for example, 


5700-cmw710-boot-r2310.bin and 5700-cmw710-system-r2310.bin. 


Upgrading from the CLI 


This section uses a two-member IRF fabric as an example to describe how to upgrade software from the 


CLI. If you have more than two subordinate switches, repeat the steps for the subordinate switch to 


upgrade their software. If you are upgrading a standalone switch, ignore the steps for upgrading the 


subordinate switch. For more information about setting up and configuring an IRF fabric, see the 


installation guide and IRF configuration guide for the HP 5700 switch series.  


Preparing for the upgrade 


Before you upgrade software, complete the following tasks:  


1. Log in to the IRF fabric through Telnet or the console port. (Details not shown.)  


2. Identify the number of IRF members, each member switch's role, and IRF member ID.  







<Sysname> display irf 


MemberID   Role   Priority  CPU-Mac         Description 


 *+1      Master  5         0023-8927-afdc  --- 


   2      Standby 1         0023-8927-af43  --- 


-------------------------------------------------- 


 * indicates the device is the master. 


 + indicates the device through which the user logs in. 


 


 The Bridge MAC of the IRF is: 0023-8927-afdb 


 Auto upgrade                : no 


 Mac persistent              : 6 min 


 Domain ID                   : 0   


3. Verify that each IRF member switch has sufficient storage space for the upgrade images. 
 


 IMPORTANT: 


Each IRF member switch must have free storage space that is at least two times the size of the 


upgrade image file. 
 


# Identify the free flash space of the master switch. 


<Sysname> dir 


Directory of flash: 


     0      -rw-       41424  Aug 23 2013 02:23:44     startup.mdb 


     1      -rw-        3792  Aug 23 2013 02:23:44     startup.cfg 


     2      -rw-    53555200  Aug 23 2013 09:53:48     system.bin 


     3      drw-           -  Aug 23 2013 00:00:07     seclog 


     4      drw-           -  Aug 23 2013 00:00:07     diagfile 


     5      drw-           -  Aug 23 2013 00:00:07     logfile 


     6      -rw-     9959424  Aug 23 2013 09:53:48     boot.bin 


     7      -rw-     9012224  Aug 23 2013 09:53:48     backup.bin 


 


524288 KB total (453416 KB free)   


# Identify the free flash space of each subordinate switch, for example, switch 2. 


<Sysname> dir slot2#flash:/ 


Directory of slot2#flash:/ 


     0      -rw-       41424  Jan 01 2011 02:23:44     startup.mdb 


     1      -rw-        3792  Jan 01 2011 02:23:44     startup.cfg 


     2      -rw-    93871104  Aug 23 2013 16:00:08     system.bin 


     3      drw-           -  Jan 01 2011 00:00:07     seclog 


     4      drw-           -  Jan 01 2011 00:00:07     diagfile 


     5      drw-           -  Jan 02 2011 00:00:07     logfile 


     6      -rw-     13611008  Aug 23 2013 15:59:00     boot.bin 


     7      -rw-     9012224  Nov 25 2011 09:53:48     backup.bin 


 


524288 KB total (453416 KB free) 


4. Compare the free flash space of each member switch with the size of the software file to load. If 


the space is sufficient, start the upgrade process. If not, go to the next step.  


5. Delete unused files in the flash memory to free space:  







 


 CAUTION: 


 To avoid data loss, do not delete the current configuration file. For information about the current 


configuration file, use the display startup command. 


 The delete /unreserved file-url command deletes a file permanently and the action cannot be 


undone. 


 The delete file-url command moves a file to the recycle bin and the file still occupies storage space. 


To free the storage space, first execute the undelete command to restore the file, and then execute 


the delete /unreserved file-url command. 
 


# Delete unused files from the flash memory of the master switch.  


<Sysname> delete /unreserved flash:/backup.bin 


The file cannot be restored. Delete flash:/backup.bin?[Y/N]:y 


Deleting the file permanently will take a long time. Please wait... 


Deleting file flash:/backup.bin...Done. 


# Delete unused files from the flash memory of the subordinate switch.  


<Sysname> delete /unreserved slot2#flash:/backup.bin 


The file cannot be restored. Delete slot2#flash:/backup.bin?[Y/N]:y 


Deleting the file permanently will take a long time. Please wait... 


Deleting file slot2#flash:/backup.bin...Done. 


Downloading software images to the master switch 


Before you start upgrading software images or patch packages, make sure you have downloaded the 


upgrading software files to the root directory in flash memory. This section describes downloading 


an .ipe software file as an example.  


The following are ways to download, upload, or copy files to the master switch:  


 FTP download from a server 


 FTP upload from a client 


 TFTP download from a server 


 Copying files from a USB flash drive 


Prerequisites 


If FTP or TFTP is used, the IRF fabric and the PC working as the FTP/TFTP server or FTP client can reach 


each other.  


Prepare the FTP server or TFTP server program yourself for the PC. The switch series does not come with 


these software programs. 


FTP download from a server 


You can use the switch as an FTP client to download files from an FTP server.  


To download a file from an FTP server, for example, the server at 10.10.110.1:  







1. Run an FTP server program on the server, configure an FTP username and password, specify the 


working directory and copy the file, for example, newest.ipe, to the directory.  


2. Execute the ftp command in user view on the IRF fabric to access the FTP server.  


<Sysname> ftp 10.10.110.1 


Trying 10.10.110.1... 


Press CTRL+K to abort 


Connected to 10.10.110.1 


220 FTP service ready.  


User(10.10.110.1:(none)):username                        


331 Password required for username. 


Password:                                                


230 User logged in 


3. Enable the binary transfer mode.  


ftp> binary 


  200 Type set to I. 


4. Execute the get command in FTP client view to download the file from the FTP server. 


ftp> get newest.ipe 


  227 Entering Passive Mode (10,10,110,1,17,97). 


  125 BINARY mode data connection already open, transfer starting for /newest.ipe 


  226 Transfer complete. 


  32133120 bytes received in 35 seconds (896. 0 kbyte/s) 


ftp> bye 


221 Server closing. 


FTP upload from a client 


You can use the IRF fabric as an FTP server and upload files from a client to the IRF fabric.  


To FTP upload a file from a client:  


On the IRF fabric:  


1. Enable FTP server.  


<Sysname> system-view 


[Sysname] ftp server enable 


2. Configure a local FTP user account: 


# Create the user account.  


[Sysname] local-user abc 


# Set its password and specify the FTP service. 


[Sysname-luser-manage-abc] password simple pwd 


[Sysname-luser-manage-abc] service-type ftp 


# Assign the network-admin user role to the user account for uploading file to the working 


directory of the server. 


[Sysname-luser-manage-abc] authorization-attribute user-role network-admin 


[Sysname-luser-manage-abc] quit 


[Sysname] quit 


On the PC: 







3. Log in to the IRF fabric (the FTP server) in FTP mode.  


c:\> ftp 1.1.1.1 


Connected to 1.1.1.1.  


220 FTP service ready. 


User(1.1.1.1:(none)):abc                                


331 Password required for abc. 


Password:                                               


230 User logged in. 


4. Enable the binary file transfer mode.  


ftp> binary 


200 TYPE is now 8-bit binary. 


5. Upload the file (for example, newest.ipe) to the root directory of the flash memory on the master 


switch.  


ftp> put newest.ipe 


200 PORT command successful 


150 Connecting to port 10002 


226 File successfully transferred 


ftp: 32133120 bytes sent in 64.58 secs (497.60 Kbytes/sec). 


TFTP download from a server 


To download a file from a TFTP server, for example, the server at 10.10.110.1: 


1. Run a TFTP server program on the server, specify the working directory, and copy the file, for 


example, newest.ipe, to the directory.  


2. On the IRF fabric, execute the tftp command in user view to download the file to the root directory 


of the flash memory on the master switch.  


<Sysname> tftp 10.10.110.1 get newest.ipe 


Press CTRL+C to abort. 


  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current 


                                 Dload  Upload   Total   Spent    Left  Speed 


100 30.6M    0 30.6M    0     0   143k      0 --:--:--  0:03:38 --:--:--  142k 


Copying files from a USB flash drive 


The 5700 switch provides a USB port for you to copy files from a USB flash drive.  


To copy a file from a USB flash drive to the flash memory of the master switch:  


1. Plug the USB flash drive in the USB port of the switch. 


2. Copy the file (for example, newest.ipe) to the flash memory of the switch. 


<Sysname> cd usba: 


<Sysname> copy usba:/newest.ipe newest.ipe 


Copy usba:/newest.ipe to flash:/newest.ipe?[Y/N]:y 


Start to copy usba:/newest.ipe to flash:/newest.ipe... Done. 


Upgrading the software images 


To upgrade the software images:  







1. Specify the upgrade image file (newest.ipe in this example) used at the next startup for the master 


switch, and assign the M attribute to the boot and system images in the file.  


<Sysname> boot-loader file flash:/newest.ipe slot 1 main 


Verifying image file..........Done.                                              


Images in IPE:                                                                   


  boot.bin                                              


  system.bin                                            


This command will set the main startup software images. Continue? [Y/N]:y        


Add images to target slot.                                                       


Decompressing file boot.bin to flash:/boot.bin....................Done.          


Decompressing file system.bin to flash:/system.bin................Done.          


The images that have passed all examinations will be used as the main startup so 


ftware images at the next reboot on slot 1. 


2. Specify the upgrade image file as the main startup image file for each subordinate switch. This 


example uses IRF member 2. (The subordinate switches will automatically copy the file to the root 


directory of their flash memories.) 


<Sysname> boot-loader file flash:/newest.ipe slot 2 main 


Verifying image file..........Done.                                              


Images in IPE:                                                                   


  boot.bin                                              


  system.bin                                            


This command will set the main startup software images. Continue? [Y/N]:y        


Add images to target slot.                                                       


Decompressing file boot.bin to flash:/boot.bin....................Done.          


Decompressing file system.bin to flash:/system.bin................Done.          


The images that have passed all examinations will be used as the main startup so 


ftware images at the next reboot on slot 2. 


3. Enable the software auto-update function.  


<Sysname> system-view 


[Sysname] irf auto-update enable  


[Sysname] quit 


This function checks the software versions of member switches for inconsistency with the master 


switch. If a subordinate switch is using a different software version than the master, the function 


propagates the current software images of the master to the subordinate as main startup images. 


The function prevents software version inconsistency from causing the IRF setup failure. 


4. Save the current configuration in any view to prevent data loss.  


<Sysname> save 


The current configuration will be written to the device. Are you sure? [Y/N]:y 


Please input the file name(*.cfg)[flash:/startup.cfg] 


(To leave the existing filename unchanged, press the enter key): 


flash:/startup.cfg exists, overwrite? [Y/N]:y 


Validating file. Please wait................. 


Saved the current configuration to mainboard device successfully. 


Slot 2: 


Save next configuration file successfully. 


5. Reboot the IRF fabric to complete the upgrade.  







<Sysname> reboot 


Start to check configuration with next startup configuration file, please wait. 


........DONE! 


This command will reboot the device. Continue? [Y/N]:y 


 Now rebooting, please wait... 


The system automatically loads the .bin boot and system images in the .ipe file and sets them as the 


startup software images. 


6. Execute the display version command in any view to verify that the current main software images 


have been updated (details not shown). 
 


 NOTE: 


The system automatically checks the compatibility of the Boot ROM image and the boot and system images 


during the reboot. If you are prompted that the Boot ROM image in the upgrade image file is different than 


the current Boot ROM image, upgrade both the basic and extended sections of the Boot ROM image for 


compatibility. If you choose to not upgrade the Boot ROM image, the system will ask for an upgrade at the 


next reboot performed by powering on the switch or rebooting from the CLI (promptly or as scheduled). If 


you fail to make any choice in the required time, the system upgrades the entire Boot ROM image.  
 


Installing a patch package 


To install a patch package, for example, system-patch.bin:  


1. Activate the patch package on the master switch and the subordinate switch.  


<Sysname> install activate patch flash:/system-patch.bin slot 1 


<Sysname> install activate patch flash:/system-patch.bin slot 2 


2. Verify that the patch package has been activated.  


<Sysname> display install active 


Active packages on slot 1: 


  flash:/boot.bin 


  flash:/system.bin 


  flash:/system-patch.bin 


Active packages on slot 2: 


  flash:/boot.bin 


  flash:/system.bin 


  flash:/system-patch.bin 


3. Commit the installation so the patch package continues to take effect after a reboot.  


<Sysname> install commit 


4. Verify that the patch package installation has been committed.  


<Sysname> display install committed 


Committed packages on slot 1: 


  flash:/boot.bin 


  flash:/system.bin 


  flash:/system-patch.bin 


Committed packages on slot 2: 


  flash:/boot.bin 







  flash:/system.bin 


  flash:/system-patch.bin  


For more information about installing patch packages, see HP 5700 Switch Series Fundamentals 


Configuration Guide.  


Upgrading from the Boot menu 


From the Boot menu, you can upgrade the Boot ROM and Comware images, but not patch images.  


In this approach, you must access the Boot menu of each member switch to upgrade their software one 


by one. If you are upgrading software images for an IRF fabric, using the CLI is a better choice.  
 


 TIP: 


Upgrading through the management Ethernet port is faster than through the console port. 
 


Prerequisites 


Make sure the prerequisites are met before you start upgrading software from the Boot menu.  


Setting up the upgrade environment 


1. Use a console cable to connect the console terminal (for example, a PC) to the console port on the 


switch. 


2. Connect the management Ethernet port on the switch to the file server. 
 


 NOTE: 


The file server and the configuration terminal can be co-located. 
 


3. Run a terminal emulator program on the console terminal and set the following terminal settings:  


 Bits per second—9,600 


 Data bits—8 


 Parity—None 


 Stop bits—1 


 Flow control—None 


 Emulation—VT100 


Preparing for the TFTP or FTP transfer 


To use TFTP or FTP:  


 Run a TFTP or FTP server program on the file server or the console terminal. 


 Copy the upgrade file to the file server. 


 Correctly set the working directory on the TFTP or FTP server.  


 Make sure the file server and the switch can reach each other.  







Verifying that sufficient storage space is available 


 IMPORTANT: 


For the switch to start up correctly, do not delete the main startup software images when you free storage 


space before upgrading Boot ROM. On the Boot menu, the main startup software images are marked with 


an asterisk (*). 
 


When you upgrade software, make sure each member switch has sufficient free storage space for the 


upgrade file, as shown in Table 7. 


Table 7 Minimum free storage space requirements 


Upgraded images Minimum free storage space requirements 


Comware images Two times the size of the Comware upgrade package file. 


Boot ROM Same size as the Boot ROM upgrade image file. 


 


If no sufficient space is available, delete unused files as described in “Managing files from the Boot 


menu.” 


Scheduling the upgrade time 


During the upgrade, the switch cannot provide any services. You must make sure the upgrade has a 


minimal impact on the network services. 


Accessing the Boot menu 


Starting...... 


Press Ctrl+D to access BASIC BOOT MENU 


 


******************************************************************************** 


*                                                                              * 


*                  HP 5700-40XG-2QSFP+ BOOTROM, Version 132                    * 


*                                                                              * 


******************************************************************************** 


Copyright (c) 2010-2013 Hewlett-Packard Development Company, L.P. 


 


Creation Date   : Jan  6 2013,14:25:58 


CPU Clock Speed : 1000MHz 


Memory Size     : 2048MB 


Flash Size      : 512MB 


CPLD Version    : 002/002 


PCB Version     : Ver.B 


Mac Address     : 0CDA415E232E 


 


Press Ctrl+B to access EXTENDED BOOT MENU...1 


Press one of the shortcut key combinations at prompt. 







Table 8 Shortcut keys 


Shortcut keys Prompt message Function Remarks 


Ctrl+B 
Press Ctrl+B to enter 


Extended Boot menu... 


Accesses the extended Boot 


menu. 


Press the keys within 1 second 


(in fast startup mode) or 5 


seconds (in full startup mode) 


after the message appears. 


You can upgrade and manage 


system software and Boot 


ROM from this menu. 


Ctrl+D 
Press Ctrl+D to access 


BASIC BOOT MENU 
Accesses the basic Boot menu. 


Press the keys within 1 seconds 


after the message appears. 


You can upgrade Boot ROM or 


access the extended Boot 


ROM segment from this menu. 


 


Accessing the basic Boot menu 


If the extended Boot ROM segment has corrupted, you can repair or upgrade it from the basic Boot 


menu. 


Press Ctrl+D within 1 seconds after the "Press Ctrl+D to access BASIC BOOT MENU" prompt message 


appears. If you fail to do this within the time limit, the system starts to run the extended Boot ROM 


segment. 


******************************************************************************** 


*                                                                              * 


*                          BASIC BOOTROM, Version 132                         * 


*                                                                              * 


******************************************************************************** 


                                                                                 


   BASIC BOOT MENU                                                               


                                                                                 


1. Update full BootRom                                                           


2. Update extended BootRom                                                       


3. Update basic BootRom                                                          


4. Boot extended BootRom                                                         


0. Reboot                                                                        


Ctrl+U: Access BASIC ASSISTANT MENU                                              


                                                                                 


Enter your choice(0-4):                                                          







Table 9 Basic Boot ROM menu options 


Option Task 


1. Update full BootRom 


Update the entire Boot ROM, including the basic segment 


and the extended segment. To do so, you must use XMODEM 


and the console port. For more information, see Using 


XMODEM to upgrade Boot ROM through the console port. 


2. Update extended BootRom 


Update the extended Boot ROM segment. To do so, you must 


use XMODEM and the console port. For more information, 


see Using XMODEM to upgrade Boot ROM through the 


console port. 


3. Update basic BootRom 


Update the basic Boot ROM segment. To do so, you must use 


XMODEM and the console port. For more information, see 


Using XMODEM to upgrade Boot ROM through the console 


port. 


4. Boot extended BootRom 
Access the extended Boot ROM segment.  


For more information, see Accessing the extended Boot menu. 


0. Reboot Reboot the switch. 


Ctrl+U: Access BASIC ASSISTANT MENU 
Press Ctrl + U to access the BASIC ASSISTANT menu (see 


Table 10).  


 


Table 10 BASIC ASSISTANT menu options 


Option Task 


1. RAM Test Perform a RAM self-test. 


0. Return to boot menu Return to the basic Boot menu. 


 


Accessing the extended Boot menu 


Press Ctrl+B within 1 second (in fast startup mode) or 5 seconds (in full startup mode) after the "Press 


Ctrl-B to enter Extended Boot menu..." prompt message appears. If you fail to do this, the system starts 


decompressing the system software. 


Alternatively, you can enter 4 in the basic Boot menu to access the extended Boot menu. 


The "Password recovery capability is enabled." or "Password recovery capability is disabled." message 


appears, followed by the extended Boot menu. Availability of some menu options depends on the state 


of password recovery capability (see Table 11). For more information about password recovery 


capability, see Fundamentals Configuration Guide in HP  5700 Switch Series Configuration Guides. 


Password recovery capability is enabled. 


 


   EXTENDED BOOT MENU  


 


1. Download image to flash  


2. Select image to boot  


3. Display all files in flash  







4. Delete file from flash  


5. Restore to factory default configuration  


6. Enter BootRom upgrade menu  


7. Skip current system configuration  


8. Set switch startup mode  


0. Reboot  


Ctrl+Z: Access EXTENDED ASSISTANT MENU  


Ctrl+F: Format file system  


Ctrl+P: Change authentication for console login  


Ctrl+R: Download image to SDRAM and run  


 


Enter your choice(0-8): 


 


Table 11 Extended Boot ROM menu options 


Option Tasks 


1. Download image to flash 


Download a software image file to the flash. 


If password recovery capability is enabled, you can use any version of 


the software image file for upgrade. 


If password recovery capability is disabled, you can use only the R2310 


version (or higher) for upgrade. 


2. Select image to boot 


 Specify the main and backup software image file for the next startup: 


If password recovery capability is enabled, you can specify a software 


image file of any version. 


If password recovery capability is disabled, the software image file 


version must be R2310 or higher. 


 Specify the main and backup configuration files for the next startup. 


This task can be performed only if password recovery capability is 


enabled. 


3. Display all files in flash Display files on the flash. 


4. Delete file from flash Delete files to free storage space. 


5. Restore to factory default 


configuration 


Delete the current next-startup configuration files and restore the 


factory-default configuration.  


This option is available only if password recovery capability is disabled. 


6. Enter BootRom upgrade menu 


Access the Boot ROM upgrade menu. 


If password recovery capability is enabled, you can upgrade the Boot 


ROM to any version. 


If password recovery capability is disabled, you can upgrade the Boot 


ROM only to version 123 or higher. 


7. Skip current system 


configuration 


Start the switch without loading any configuration file. 


This is a one-time operation and takes effect only for the first system boot 


or reboot after you choose this option. 


This option is available only if password recovery capability is enabled. 


8. Set switch startup mode Set the startup mode to fast startup mode or full startup mode. 


0. Reboot Reboot the switch. 







Option Tasks 


Ctrl+F: Format file system Format the current storage medium. 


Ctrl+P: Change authentication for 


console login 


Skip the authentication for console login. 


This is a one-time operation and takes effect only for the first system boot 


or reboot after you choose this option. 


This option is available only if password recovery capability is enabled. 


Ctrl+R: Download image to 


SDRAM and run 


Download a system software image and start the switch with the image. 


This option is available only if password recovery capability is enabled. 


Ctrl+Z: Access EXTENDED 


ASSISTANT MENU 


Access the EXTENDED ASSISTANT MENU.  


For options in the menu, see Table 12. 


 


Table 12 EXTENDED ASSISTANT menu options 


Option Task 


1. Display Memory Display data in the memory. 


2. Search Memory Search the memory for a specific data segment. 


0. Return to boot menu Return to the extended Boot ROM menu. 


 


Upgrading Comware images from the Boot menu 


You can use the following methods to upgrade Comware images:  


 Using TFTP to upgrade software images through the management Ethernet port 


 Using FTP to upgrade software through the management Ethernet portUsing FTP to upgrade 


software through the management Ethernet port 


 Using XMODEM to upgrade software through the console port 


Using TFTP to upgrade software images through the management Ethernet port 


1. Enter 1 in the Boot menu to access the file transfer protocol submenu.  


1. Set TFTP protocol parameters 


2. Set FTP protocol parameters 


3. Set XMODEM protocol parameters 


0. Return to boot menu 


 


Enter your choice(0-3): 


2. Enter 1 to set the TFTP parameters.  


Load File Name      :update.ipe  


Server IP Address   :192.168.0.3  


Local IP Address    :192.168.0.2  


Subnet Mask         :255.255.255.0 


Gateway IP Address  :0.0.0.0 


Table 13 TFTP parameter description 







Item Description 


Load File Name Name of the file to download (for example, update.ipe).  


Server IP Address  IP address of the TFTP server (for example, 192.168.0.3).  


Local IP Address IP address of the switch (for example, 192.168.0.2).  


Subnet Mask Subnet mask of the switch (for example, 255.255.255.0). 


Gateway IP Address 
IP address of the gateway (in this example, no gateway is required 


because the server and the switch are on the same subnet). 


 


 NOTE: 


 To use the default setting for a field, press Enter without entering any value.  


 If the switch and the server are on different subnets, you must specify a gateway address for the switch. 
 


3. Enter all required parameters, and enter Y to confirm the settings. The following prompt appears:  


Are you sure to download file to flash? Yes or No (Y/N):Y 


4. Enter Y to start downloading the image file. To return to the Boot menu without downloading the 


upgrade file, enter N.  


Loading......................................................................... 


................................................................................ 


................................................................................ 


................................................................Done! 


5. Enter the M (main), B (backup), or N (none) attribute for the images. In this example, assign the 


main attribute to the images.  


Please input the file attribute (Main/Backup/None) M 


Image file boot.bin is self-decompressing... 


Free space: 534980608 bytes 


Writing flash................................................................... 


................................................................................ 


...................................................................Done! 


Image file system.bin is self-decompressing... 


Free space: 525981696 bytes 


Writing flash................................................................... 


................................................................................ 


................................................................................ 


................................................................................ 


................................................................................ 


................................................................................ 


.......................................................................Done! 


 


 NOTE: 


 The switch always attempts to boot with the main images first. If the attempt fails, for example, 


because the main images are not available, the switch tries to boot with the backup images. An 


image with the none attribute is only stored in flash memory for backup. To use it at reboot, you 


must change its attribute to main or backup. 


 If an image with the same attribute as the image you are loading is already in the flash memory, the 


attribute of the old image changes to none after the new image becomes valid. 







 


6. Enter 0 in the Boot menu to reboot the switch with the new software images.  


   EXTENDED BOOT MENU  


 


1. Download image to flash  


2. Select image to boot  


3. Display all files in flash  


4. Delete file from flash  


5. Restore to factory default configuration  


6. Enter BootRom upgrade menu  


7. Skip current system configuration  


8. Set switch startup mode  


0. Reboot  


Ctrl+Z: Access EXTENDED ASSISTANT MENU  


Ctrl+F: Format file system  


Ctrl+P: Change authentication for console login  


Ctrl+R: Download image to SDRAM and run  


 


Enter your choice(0-8): 0 


Using FTP to upgrade software through the management Ethernet port  


1. Enter 1 in the Boot menu to access the file transfer protocol submenu.  


1. Set TFTP protocol parameters 


2. Set FTP protocol parameters 


3. Set XMODEM protocol parameters 


0. Return to boot menu 


 


Enter your choice(0-3): 


2. Enter 2 to set the FTP parameters.  


Load File Name      :update.ipe  


Server IP Address   :192.168.0.3  


Local IP Address    :192.168.0.2 


Subnet Mask         :255.255.255.0 


Gateway IP Address  :0.0.0.0 


FTP User Name       :switch 


FTP User Password   :*** 


Table 14 FTP parameter description 


Item Description 


Load File Name  Name of the file to download (for example, update.ipe).  


Server IP Address IP address of the FTP server (for example, 192.168.0.3).  


Local IP Address IP address of the switch (for example, 192.168.0.2).  


Subnet Mask Subnet mask of the switch (for example, 255.255.255.0). 


Gateway IP Address 
IP address of the gateway (in this example, no gateway is required 


because the server and the switch are on the same subnet). 







Item Description 


FTP User Name 
Username for accessing the FTP server, which must be the same as 


configured on the FTP server. 


FTP User Password 
Password for accessing the FTP server, which must be the same as 


configured on the FTP server. 


 


 NOTE: 


 To use the default setting for a field, press Enter without entering any value.  


 If the switch and the server are on different subnets, you must specify a gateway address for the 


switch. 
 


3. Enter all required parameters, and enter Y to confirm the settings. The following prompt appears:  


Are you sure to download file to flash? Yes or No (Y/N):Y 


4. Enter Y to start downloading the image file. To return to the Boot menu without downloading the 


upgrade file, enter N.  


Loading......................................................................... 


................................................................................ 


................................................................................ 


................................................................Done! 


5. Enter the M (main), B (backup), or N (none) attribute for the images. In this example, assign the 


main attribute to the images.  


Please input the file attribute (Main/Backup/None) M 


Image file boot.bin is self-decompressing... 


Free space: 534980608 bytes 


Writing flash................................................................... 


................................................................................ 


...................................................................Done! 


Image file system.bin is self-decompressing... 


Free space: 525981696 bytes 


Writing flash................................................................... 


................................................................................ 


................................................................................ 


................................................................................ 


................................................................................ 


................................................................................ 


.......................................................................Done! 


 


   EXTENDED BOOT MENU  


 


1. Download image to flash  


2. Select image to boot  


3. Display all files in flash  


4. Delete file from flash  


5. Restore to factory default configuration  


6. Enter BootRom upgrade menu  


7. Skip current system configuration  







8. Set switch startup mode  


0. Reboot  


Ctrl+Z: Access EXTENDED ASSISTANT MENU  


Ctrl+F: Format file system  


Ctrl+P: Change authentication for console login  


Ctrl+R: Download image to SDRAM and run  


 


Enter your choice(0-8):0 


 


 NOTE: 


 The switch always attempts to boot with the main images first. If the attempt fails, for example, 


because the main images not available, the switch tries to boot with the backup images. An image 


with the none attribute is only stored in flash memory for backup. To use it at reboot, you must 


change its attribute to main or backup. 


 If an image with the same attribute as the image you are loading is already in the flash memory, the 


attribute of the old image changes to none after the new image becomes valid. 
 


6. Enter 0 in the Boot menu to reboot the switch with the new software images.  


Using XMODEM to upgrade software through the console port  


XMODEM download through the console port is slower than TFTP or FTP download through the 


management Ethernet port. To save time, use the management Ethernet port as long as possible.  


1. Enter 1 in the Boot menu to access the file transfer protocol submenu.  


1. Set TFTP protocol parameters 


2. Set FTP protocol parameters 


3. Set XMODEM protocol parameters 


0. Return to boot menu 


 


Enter your choice(0-3): 


2. Enter 3 to set the XMODEM download baud rate. 


Please select your download baudrate: 


1.* 9600 


2.  19200 


3.  38400 


4.  57600 


5.  115200 


0.  Return to boot menu 


 


Enter your choice(0-5):5 


3. Select an appropriate download rate, for example, enter 5 to select 115200 bps.  


Download baudrate is 115200 bps                                


Please change the terminal's baudrate to 115200 bps and select XMODEM protocol 


Press enter key when ready 


4. Set the serial port on the terminal to use the same baud rate and protocol as the console port. If you 


select 9600 bps as the download rate for the console port, skip this task. 







a. Select Call > Disconnect in the HyperTerminal window to disconnect the terminal from the 


switch. 


Figure 2 Disconnecting the terminal from the switch 


 


 


b. Select File > Properties, and in the Properties dialog box, click Configure. 


Figure 3 Properties dialog box 


 


 


c. Select 115200 from the Bits per second list and click OK. 


Figure 4 Modifying the baud rate 







 
 


d. Select Call > Call to reestablish the connection. 


Figure 5 Reestablishing the connection 


 


 


5. Press Enter. The following prompt appears:  


Are you sure to download file to flash? Yes or No (Y/N):Y 


6. Enter Y to start downloading the file. (To return to the Boot menu, enter N.)  


Now please start transfer file with XMODEM protocol 


If you want to exit, Press <Ctrl+X> 


Loading ...CCCCCCCCCCCCCCCCCCCCCCCCC   


7. Select Transfer > Send File in the HyperTerminal window.  


Figure 6 Transfer menu 


 







 


8. In the dialog box that appears, click Browse to select the source file, and select Xmodem from the 


Protocol list. 


Figure 7 File transmission dialog box 


 


 


9. Click Send. The following dialog box appears: 


Figure 8 File transfer progress 


 
 


10. Enter the M (main), B (backup), or N (none) attribute for the images. In this example, assign the 


main attribute to the images.  


Please input the file attribute (Main/Backup/None) m 


The boot.bin image is self-decompressing... 


# At the Load File name prompt, enter a name for the boot image to be saved to flash memory.  


Load File name  : default_file boot-update.bin       (At the prompt,  


Free space: 470519808 bytes 


Writing flash................................................................... 


.............Done! 


The system-update.bin image is self-decompressing... 


# At the Load File name prompt, enter a name for the system image to be saved to flash memory. 


Load File name  : default_file system-update.bin       


Free space: 461522944 bytes 


Writing flash................................................................... 


.............Done! 







Your baudrate should be set to 9600 bps again! 


Press enter key when ready 


 


 NOTE: 


 The switch always attempts to boot with the main images first. If the attempt fails, for example, because 


the main images not available, the switch tries to boot with the backup images. An image with the none 


attribute is only stored in the flash memory for backup. To use it at reboot, you must change its attribute 


to main or backup. 


 If an image with the same attribute as the image you are loading is already in flash memory, the 


attribute of the old image changes to none after the new image becomes valid. 
 


11. If the baud rate of the HyperTerminal is not 9600 bps, restore it to 9600 bps as described in step 


5.a. If the baud rate is 9600 bps, skip this step. 
 


 NOTE: 


The console port rate reverts to 9600 bps at a reboot. If you have changed the baud rate, you must 


perform this step so you can access the switch through the console port after a reboot. 
 


   EXTENDED BOOT MENU  


 


1. Download image to flash  


2. Select image to boot  


3. Display all files in flash  


4. Delete file from flash  


5. Restore to factory default configuration  


6. Enter BootRom upgrade menu  


7. Skip current system configuration  


8. Set switch startup mode  


0. Reboot  


Ctrl+Z: Access EXTENDED ASSISTANT MENU  


Ctrl+F: Format file system  


Ctrl+P: Change authentication for console login  


Ctrl+R: Download image to SDRAM and run  


 


Enter your choice(0-8): 0 


12. Enter 0 in the Boot menu to reboot the system with the new software images.  


Upgrading Boot ROM from the Boot menu 


You can use the following methods to upgrade the Boot ROM image: 


 Using TFTP to upgrade Boot ROM through the management Ethernet port 


 Using FTP to upgrade Boot ROM through the management Ethernet port 


 Using XMODEM to upgrade Boot ROM through the console port 


Using TFTP to upgrade Boot ROM through the management Ethernet port  


1. Enter 6 in the Boot menu to access the Boot ROM update menu. 







1. Update full BootRom 


2. Update extended BootRom 


3. Update basic BootRom 


0. Return to boot menu 


 


Enter your choice(0-3): 


2. Enter 1 in the Boot ROM update menu to upgrade the full Boot ROM.  


The file transfer protocol submenu appears: 


1. Set TFTP protocol parameters 


2. Set FTP protocol parameters 


3. Set XMODEM protocol parameters 


0. Return to boot menu 


 


Enter your choice(0-3): 


3. Enter 1 to set the TFTP parameters. 


Load File Name      :update.btm 


Server IP Address   :192.168.0.3  


Local IP Address    :192.168.0.2 


Subnet Mask         :255.255.255.0 


Gateway IP Address  :0.0.0.0 


Table 15 TFTP parameter description  


Item Description 


Load File Name Name of the file to download (for example, update.btm).  


Server IP Address  IP address of the TFTP server (for example, 192.168.0.3).  


Local IP Address IP address of the switch (for example, 192.168.0.2).  


Subnet Mask Subnet mask of the switch (for example, 255.255.255.0). 


Gateway IP Address 
IP address of the gateway (in this example, no gateway is required 


because the server and the switch are on the same subnet). 


 


 NOTE: 


 To use the default setting for a field, press Enter without entering any value.  


 If the switch and the server are on different subnets, you must specify a gateway address for the 


switch. 
 


4. Enter all required parameters and press Enter to start downloading the file.  


Loading.................................................Done!   


5. Enter Y at the prompt to upgrade the basic Boot ROM section. 


Will you Update Basic BootRom? (Y/N):Y 


Updating Basic BootRom...........Done. 


6. Enter Y at the prompt to upgrade the extended Boot ROM section. 


Updating extended BootRom? (Y/N):Y 


Updating extended BootRom.........Done. 


7. Enter 0 in the Boot ROM update menu to return to the Boot menu.  







1. Update full BootRom 


2. Update extended BootRom 


3. Update basic BootRom 


0. Return to boot menu 


 


Enter your choice(0-3): 


8. Enter 0 in the Boot menu to reboot the switch with the new Boot ROM image.  


Using FTP to upgrade Boot ROM through the management Ethernet port 


1. Enter 6 in the Boot menu to access the Boot ROM update menu. 


1. Update full BootRom 


2. Update extended BootRom 


3. Update basic BootRom 


0. Return to boot menu 


 


Enter your choice(0-3): 


2. Enter 1 in the Boot ROM update menu to upgrade the full Boot ROM.  


The file transfer protocol submenu appears: 


1. Set TFTP protocol parameters 


2. Set FTP protocol parameters 


3. Set XMODEM protocol parameters 


0. Return to boot menu 


 


Enter your choice(0-3): 


3. Enter 2 to set the FTP parameters. 


Load File Name     :update.btm 


Server IP Address  :192.168.0.3 


Local IP Address   :192.168.0.2 


Subnet Mask        :255.255.255.0 


Gateway IP Address :0.0.0.0 


FTP User Name      :switch 


FTP User Password  :123 


Table 16 FTP parameter description 


Item Description 


Load File Name  Name of the file to download (for example, update.btm).  


Server IP Address IP address of the FTP server (for example, 192.168.0.3).  


Local IP Address IP address of the switch (for example, 192.168.0.2).  


Subnet Mask Subnet mask of the switch (for example, 255.255.255.0). 


Gateway IP Address 
IP address of the gateway (in this example, no gateway is required 


because the server and the switch are on the same subnet). 


FTP User Name 
Username for accessing the FTP server, which must be the same as 


configured on the FTP server. 


FTP User Password 
Password for accessing the FTP server, which must be the same as 


configured on the FTP server. 







 


 NOTE: 


 To use the default setting for a field, press Enter without entering any value.  


 If the switch and the server are on different subnets, you must specify a gateway address for the 


switch. 
 


4. Enter all required parameters and press Enter to start downloading the file.  


Loading.................................................Done!   


5. Enter Y at the prompt to upgrade the basic Boot ROM section. 


Will you Update Basic BootRom? (Y/N):Y 


Updating Basic BootRom...........Done. 


6. Enter Y at the prompt to upgrade the extended Boot ROM section. 


Updating extended BootRom? (Y/N):Y 


Updating extended BootRom.........Done. 


7. Enter 0 in the Boot ROM update menu to return to the Boot menu.  


1. Update full BootRom 


2. Update extended BootRom 


3. Update basic BootRom 


0. Return to boot menu 


 


Enter your choice(0-3): 


8. Enter 0 in the Boot menu to reboot the switch with the new Boot ROM image.  


Using XMODEM to upgrade Boot ROM through the console port 


XMODEM download through the console port is slower than TFTP or FTP download through the 


management Ethernet port. To save time, use the management Ethernet port as long as possible.  


1. Enter 6 in the Boot menu to access the Boot ROM update menu. 


1. Update full BootRom 


2. Update extended BootRom 


3. Update basic BootRom 


0. Return to boot menu 


 


Enter your choice(0-3): 


2. Enter 1 in the Boot ROM update menu to upgrade the full Boot ROM.  


The file transfer protocol submenu appears: 


1. Set TFTP protocol parameters 


2. Set FTP protocol parameters 


3. Set XMODEM protocol parameters 


0. Return to boot menu 


 


Enter your choice(0-3): 


3. Enter 3 to set the XMODEM download baud rate.  


Please select your download baudrate: 


1.* 9600 


2.  19200 







3.  38400 


4.  57600 


5.  115200 


0.  Return to boot menu 


 


Enter your choice(0-5):5 


4. Select an appropriate download rate, for example, enter 5 to select 115200 bps.  


Download baudrate is 115200 bps                                


Please change the terminal's baudrate to 115200 bps and select XMODEM protocol 


Press enter key when ready 


5. Set the serial port on the terminal to use the same baud rate and protocol as the console port. If you 


select 9600 bps as the download rate for the console port, skip this task. 


a. Select Call > Disconnect in the HyperTerminal window to disconnect the terminal from the 


switch. 


Figure 9 Disconnecting the terminal from the switch 


 


 


b. Select File > Properties, and in the Properties dialog box, click Configure. 


Figure 10 Properties dialog box 







 


 


c. Select 115200 from the Bits per second list and click OK. 


Figure 11 Modifying the baud rate 


 







 


d. Select Call > Call to reestablish the connection. 


Figure 12 Reestablishing the connection 


 


 


6. Press Enter to start downloading the file.  


Now please start transfer file with XMODEM protocol 


If you want to exit, Press <Ctrl+X> 


Loading ...CCCCCCCCCCCCCCCCCCCCCCCCC   


7. Select Transfer > Send File in the HyperTerminal window.  


Figure 13 Transfer menu 


 


 


8. In the dialog box that appears, click Browse to select the source file, and select Xmodem from the 


Protocol list. 


Figure 14 File transmission dialog box 


 
 


9. Click Send. The following dialog box appears: 







Figure 15 File transfer progress 


 


 


10. Enter Y at the prompt to upgrade the basic Boot ROM section. 


Loading ...CCCCCCCCCCCCCC  ...Done!   


Will you Update Basic BootRom? (Y/N):Y 


Updating Basic BootRom...........Done. 


11. Enter Y at the prompt to upgrade the extended Boot ROM section. 


Updating extended BootRom? (Y/N):Y 


Updating extended BootRom.........Done. 


12. If the baud rate of the HyperTerminal is not 9600 bps, restore it to 9600 bps at the prompt, as 


described in step 4.a. If the baud rate is 9600 bps, skip this step. 


Please change the terminal's baudrate to 9600 bps, press ENTER when ready. 


 


 NOTE: 


The console port rate reverts to 9600 bps at a reboot. If you have changed the baud rate, you must 


perform this step so you can access the switch through the console port after a reboot. 
 


13. Press Enter to access the Boot ROM update menu. 


14. Enter 0 in the Boot ROM update menu to return to the Boot menu.  


1. Update full BootRom 


2. Update extended BootRom 


3. Update basic BootRom 


0. Return to boot menu 


 


Enter your choice(0-3): 


15. Enter 0 in the Boot menu to reboot the switch with the new Boot ROM image. 







Managing files from the Boot menu 


From the Boot menu, you can display files in flash memory to check for obsolete files, incorrect files, or 


space insufficiency, delete files to release storage space, or change the attributes of software images.  


Displaying all files 


Enter 3 in the Boot menu to display all files in flash memory and identify the free space size. 


   EXTENDED BOOT MENU  


 


1. Download image to flash  


2. Select image to boot  


3. Display all files in flash  


4. Delete file from flash  


5. Restore to factory default configuration  


6. Enter BootRom upgrade menu  


7. Skip current system configuration  


8. Set switch startup mode  


0. Reboot  


Ctrl+Z: Access EXTENDED ASSISTANT MENU  


Ctrl+F: Format file system  


Ctrl+P: Change authentication for console login  


Ctrl+R: Download image to SDRAM and run  


 


Enter your choice(0-8): 3 


The following is a sample output:  


Display all file(s) in flash: 


 


File Number    File Size(bytes)     File Name 


================================================================================ 


1              8177                 flash:/testbackup.cfg 


2(*)           53555200             flash:/system.bin 


3(*)           9959424              flash:/boot.bin 


4              3678                 flash:/startup.cfg_backup 


5              30033                flash:/default.mdb 


6              42424                flash:/startup.mdb 


7              18                   flash:/.pathfile 


8              232311               flash:/logfile/logfile.log 


9              5981                 flash:/startup.cfg_back 


10(*)          6098                 flash:/startup.cfg 


11             20                   flash:/.snmpboots 


Free space: 464298848 bytes 


The current image is boot.bin 


(*)-with main attribute 


(b)-with backup attribute 


(*b)-with both main and backup attribute 


Deleting files 







If storage space is insufficient, delete obsolete files to free up storage space. 


To delete files:  


1. Enter 4 in the Boot menu:  


Deleting the file in flash: 


 


File Number    File Size(bytes)     File Name 


================================================================================ 


1              8177                 flash:/testbackup.cfg 


2(*)           53555200             flash:/system.bin 


3(*)           9959424              flash:/boot.bin 


4              3678                 flash:/startup.cfg_backup 


5              30033                flash:/default.mdb 


6              42424                flash:/startup.mdb 


7              18                   flash:/.pathfile 


8              232311               flash:/logfile/logfile.log 


9              5981                 flash:/startup.cfg_back 


10(*)          6098                 flash:/startup.cfg 


11             20                   flash:/.snmpboots 


Free space: 464298848 bytes 


The current image is boot.bin 


(*)-with main attribute 


(b)-with backup attribute 


(*b)-with both main and backup attribute 


2. Enter the number of the file to delete. For example, enter 1 to select the file testbackup.cfg.  


Please input the file number to change: 1 


3. Enter Y at the confirmation prompt.  


The file you selected is testbackup.cfg,Delete it? (Y/N):Y 


Deleting....................................Done! 


Changing the attribute of software images 


Software image attributes include main (M), backup (B), and none (N). System software and boot 


software can each have multiple none-attribute images but only one main image and one backup image 


on the switch. You can assign both the M and B attributes to one image. If the M or B attribute you are 


assigning has been assigned to another image, the assignment removes the attribute from that image. If 


the removed attribute is the sole attribute of the image, its attribute changes to N. 


For example, the system image system.bin has the M attribute and the system image system-update.bin 


has the B attribute. After you assign the M attribute to system-update.bin, the attribute of 


system-update.bin changes to M+B and the attribute of system.bin changes to N.  


To change the attribute of a system or boot image:  


1. Enter 2 in the Boot menu.  


   EXTENDED BOOT MENU  


 


1. Download image to flash  


2. Select image to boot  







3. Display all files in flash  


4. Delete file from flash  


5. Restore to factory default configuration  


6. Enter BootRom upgrade menu  


7. Skip current system configuration  


8. Set switch startup mode  


0. Reboot  


Ctrl+Z: Access EXTENDED ASSISTANT MENU  


Ctrl+F: Format file system  


Ctrl+P: Change authentication for console login  


Ctrl+R: Download image to SDRAM and run  


 


Enter your choice(0-8): 2 


 


2. 1 or 2 at the prompt to set the attribute of a software image. (The following output is based on the 


option 2. To set the attribute of a configuration file, enter 3.) 


1. Set image file 


2. Set bin file  


3. Set configuration file 


0. Return to boot menu 


 


Enter your choice(0-3): 2 


 


File Number    File Size(bytes)     File Name 


================================================================================ 


 


1(*)              53555200              flash:/system.bin 


2(*)              9959424               flash:/boot.bin 


3                 13105152              flash:/boot-update.bin 


4                 91273216              flash:/system-update.bin 


Free space: 417177920 bytes 


(*)-with main attribute 


(b)-with backup attribute 


(*b)-with both main and backup attribute 


Note:Select .bin files. One but only one boot image and system image must be included. 


3. Enter the number of the file you are working with. For example, enter 3 to select the boot image 


boot-update.bin. and enter 4 to select the system image system-update.bin. 


Enter file No.(Allows multiple selection):3  


Enter another file No.(0-Finish choice):4 


4. Enter 0 to finish the selection. 


Enter another file No.(0-Finish choice):0 


You have selected:  


flash:/boot-update.bin  


flash:/system-update.bin 


5. Enter M or B to change its attribute to main or backup. If you change its attribute to M, the attribute 


of boot.bin changes to none.  


Please input the file attribute (Main/Backup) M 







This operation may take several minutes. Please wait.... 


Next time, boot-update.bin will become default boot file! 


Next time, system-update.bin will become default boot file!   


Set the file attribute success! 


Handling software upgrade failures 


If a software upgrade fails, the system runs the old software version.  


To handle a software upgrade failure:  


1. Verify that the software release is compatible with the switch model and the correct file is used. 


2. Verify that the software release and the Boot ROM release are compatible. For software and Boot 


ROM compatibility, see the hardware and software compatibility matrix in the correct release 


notes.  


3. Check the physical ports for a loose or incorrect connection.  


4. If you are using the console port for file transfer, check the HyperTerminal settings (including the 


baud rate and data bits) for any wrong setting.  


5. Check the file transfer settings:  


 If XMODEM is used, you must set the same baud rate for the terminal as for the console port.  


 If TFTP is used, you must enter the same server IP addresses, file name, and working directory 


as set on the TFTP server. 


 If FTP is used, you must enter the same FTP server IP address, source file name, working directory, 


and FTP username and password as set on the FTP server. 


6. Check the FTP or TFTP server for any incorrect setting.  


7. Check that the storage device has sufficient space for the upgrade file.  
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		3. Enter 2 to set the FTP parameters.
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		2. Enter 1 in the Boot ROM update menu to upgrade the full Boot ROM.

		3. Enter 3 to set the XMODEM download baud rate.

		4. Select an appropriate download rate, for example, enter 5 to select 115200 bps.

		5. Set the serial port on the terminal to use the same baud rate and protocol as the console port. If you select 9600 bps as the download rate for the console port, skip this task.

		6. Press Enter to start downloading the file.

		7. Select Transfer > Send File in the HyperTerminal window.

		8. In the dialog box that appears, click Browse to select the source file, and select Xmodem from the Protocol list.

		9. Click Send. The following dialog box appears:

		10. Enter Y at the prompt to upgrade the basic Boot ROM section.

		11. Enter Y at the prompt to upgrade the extended Boot ROM section.

		12. If the baud rate of the HyperTerminal is not 9600 bps, restore it to 9600 bps at the prompt, as described in step 4.a4.a. If the baud rate is 9600 bps, skip this step.

		13. Press Enter to access the Boot ROM update menu.

		14. Enter 0 in the Boot ROM update menu to return to the Boot menu.

		15. Enter 0 in the Boot menu to reboot the switch with the new Boot ROM image.





		Managing files from the Boot menu

		Displaying all files

		1. Enter 4 in the Boot menu:

		2. Enter the number of the file to delete. For example, enter 1 to select the file testbackup.cfg.

		3. Enter Y at the confirmation prompt.



		Changing the attribute of software images

		1. Enter 2 in the Boot menu.

		2. 1 or 2 at the prompt to set the attribute of a software image. (The following output is based on the option 2. To set the attribute of a configuration file, enter 3.)

		3. Enter the number of the file you are working with. For example, enter 3 to select the boot image boot-update.bin. and enter 4 to select the system image system-update.bin.

		4. Enter 0 to finish the selection.

		5. Enter M or B to change its attribute to main or backup. If you change its attribute to M, the attribute of boot.bin changes to none.







		Handling software upgrade failures

		1. Verify that the software release is compatible with the switch model and the correct file is used.

		2. Verify that the software release and the Boot ROM release are compatible. For software and Boot ROM compatibility, see the hardware and software compatibility matrix in the correct release notes.

		3. Check the physical ports for a loose or incorrect connection.

		4. If you are using the console port for file transfer, check the HyperTerminal settings (including the baud rate and data bits) for any wrong setting.

		5. Check the file transfer settings:

		6. Check the FTP or TFTP server for any incorrect setting.

		7. Check that the storage device has sufficient space for the upgrade file.
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Release 2311P01 


This release has the following changes: 


 New feature: TCP fragment attack protection 


 New feature: DHCPv6 client 


 New feature: Static IPv6 prefix configuration 


 New feature: IPv6 prefix information display 


 Deleted feature: Clearing outgoing queue-based traffic statistics 


New feature: TCP fragment attack protection 


Enabling TCP fragment attack protection 


The TCP fragment attack protection function enables the device to drop attack TCP fragments to prevent 


TCP fragment attacks. As defined in RFC 1858, attack TCP fragments refer to the following TCP 


fragments: 


 First fragments in which the TCP header is smaller than 20 bytes. 


 Non-first fragments with a fragment offset of 8 bytes (FO=1). 


Traditional packet filter on the device detects the source and destination IP addresses, source and 


destination ports, and transport layer protocol of the first fragment of a TCP packet. If the first fragment 


passes the detection, all subsequent fragments of the TCP packet are allowed to pass through. An 


attacker can launch TCP fragment attacks through either of the following ways: 


 Make the first fragment small enough to force some TCP header fields into the second fragment and 


set TCP flags illegally in the second fragment. 


 Fabricate a non-first fragment in which the fragment offset is set to 8 bytes and the TCP flags are set 


differently and illegally from those in the first fragment. When the receiving host reassembles the 


fragments, the illegal TCP flags in the non-first fragment overwrite the legal TCP flags in the first 


fragment. 


Because the first fragment does not hit any match in the packet filter, the subsequent fragments can all 


pass through. After the receiving host reassembles the fragments, a TCP fragment attack occurs. 


To enable TCP fragment attack protection: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enable TCP fragment attack 


protection. 


attack-defense tcp fragment 


enable 


By default, TCP fragment attack 


protection is enabled. 
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Command reference 


attack-defense tcp fragment enable 


Use attack-defense tcp fragment enable to enable TCP fragment attack protection. 


Use undo attack-defense tcp fragment enable to disable TCP fragment attack protection. 


Syntax 


attack-defense tcp fragment enable 


undo attack-defense tcp fragment enable 


Default 


TCP fragment attack protection is enabled. 


Views 


System view 


Predefined user roles 


network-admin 


Usage guidelines 


This command enables the device to drop attack TCP fragments to prevent TCP fragment attacks. 


Examples 


# Enable TCP fragment attack protection. 


<Sysname> System-view 


[Sysname] attack-defense tcp fragment enable 


New feature: DHCPv6 client 


Configuring the DHCPv6 client 


Overview 


With DHCPv6 client configured, an interface can obtain configuration parameters from the DHCPv6 


server. 


A DHCPv6 client can use DHCPv6 to complete the following functions: 


 Obtain an IPv6 address, an IPv6 prefix, and other configuration parameters. 


 Support stateless DHCPv6. The DHCPv6 client can obtain configuration parameters except IPv6 


address and IPv6 prefix. The interface obtains an IPv6 address through stateless IPv6 address 


autoconfiguration. If the interface receives an RA message with the M flag set to 0 and the O flag 


set to 1 during address acquisition, the interface performs stateless DHCPv6 to get other 


configuration parameters. 
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Configuration restrictions and guidelines 


When you configure DHCPv6 client, follow these restrictions and guidelines: 


 The DHCPv6 client configuration is supported only on VLAN interfaces. 


 Do not configure the DHCPv6 client on the same interface as the DHCPv6 server or the DHCPv6 


relay agent. 


DHCPv6 client configuration task list 


Tasks at a glance 


(Required.) Perform one of the following tasks: 


 Configuring IPv6 address acquisition 


 Configuring IPv6 prefix acquisition 


 Configuring stateless DHCPv6 


(Optional.) Setting the DSCP value for DHCPv6 packets sent by the DHCPv6 client 


 


Configuring IPv6 address acquisition 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter VLAN interface view. 
interface vlan-interface 


interface-number 
N/A 


3. Configure the interface to use 


DHCPv6 to obtain an IPv6 


address and other 


configuration parameters. 


ipv6 address dhcp-alloc 


[ rapid-commit ]  


By default, the interface does not 


use DHCPv6 for IPv6 address 


acquisition. 


 


Configuring IPv6 prefix acquisition 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter VLAN interface view. 
interface vlan-interface 


interface-number 
N/A 


3. Configure the interface to use 


DHCPv6 to obtain an IPv6 


prefix and other configuration 


parameters. 


ipv6 dhcp client pd prefix-number 


[ rapid-commit ] 


By default, the interface does not 


use DHCPv6 for IPv6 prefix 


acquisition. 


 


Configuring stateless DHCPv6 


Step Command Remarks 


1. Enter system view. system-view N/A 
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Step Command Remarks 


2. Enter VLAN interface 


view. 
interface vlan-interface 


interface-number 
N/A 


3. Configure the 


interface to support 


stateless DHCPv6. 


 Enable stateless IPv6 address 


autoconfiguration: 


ipv6 address auto 


 Enable stateless DHCPv6: 


ipv6 dhcp client stateless enable 


By default, the interface does not support 


stateless DHCPv6. 


You can perform both tasks. 


If you use only the ipv6 address auto 


command, make sure the M flag is set to 


0 and the O flag is set to 1 in the RA 


message. Otherwise, stateless DHCPv6 


cannot be triggered. 


 


Setting the DSCP value for DHCPv6 packets sent by the DHCPv6 client 


The DSCP value of a packet specifies the priority level of the packet and affects the transmission priority 


of the packet. 


To set the DSCP value for DHCPv6 packets sent by the DHCPv6 client: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Set the DSCP value for 


DHCPv6 packets sent by the 


DHCPv6 client. 


ipv6 dhcp client dscp 


dscp-value 


By default, the DSCP value in DHCPv6 


packets sent by the DHCPv6 client is 56. 


 


Displaying and maintaining DHCPv6 client 


Execute the display commands in any view, and execute the reset command in user view. 
 


Task Command 


Display the DHCPv6 client information. 
display ipv6 dhcp client [ interface interface-type 


interface-number ] 


Display the DHCPv6 client statistics. 
display ipv6 dhcp client statistics [ interface interface-type 


interface-number ] 


Clear the DHCPv6 client statistics. 
reset ipv6 dhcp client statistics [ interface interface-type 


interface-number ] 


 


IPv6 address acquisition configuration example 


Network requirements 


As shown in Figure 1, configure VLAN-interface 2 of Switch to use DHCPv6 to obtain configuration 


parameters from the DHCPv6 server. The parameters include IPv6 address, DNS server address, domain 


name suffix, SIP server address, and SIP server domain name. 
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Figure 1 Network diagram 


 


 


Configuration procedure 


You must configure the DHCPv6 server first before configuring the DHCPv6 client.  


# Configure VLAN-interface 2 to use DHCPv6 to obtain an IPv6 address and other configuration 


parameters. Configure the interface to support DHCPv6 rapid address assignment. 


<Switch> system-view 


[Switch] interface vlan-interface 2 


[Switch-Vlan-interface2] ipv6 address dhcp-alloc rapid-commit 


[Switch-Vlan-interface2] quit 


Verifying the configuration 


# Display the DHCPv6 client information. The output shows that the client has obtained an IPv6 address 


and other configuration parameters from the server. 


[Switch] display ipv6 dhcp client 


Vlan-interface2: 


  Type: Stateful client requesting address 


    State: OPEN 


    IAID: 0xf0019 


    Client DUID: 00030001000fe2ff0000 


    Preferred server: 


      Reachable via address: FE80::200:5EFF:FE0A:2303 


      Server DUID: 00030001000fe20a0a00 


    Address: 1:2::2 


       Preferred lifetime 60 sec, valid lifetime 60 sec 


       T1 30 sec, T2 48 sec 


       Will expire on Feb 4 2013 at 15:37:20 (50 seconds left) 


    DNS server addresses: 


      2000::FF 


    Domain name: 


      example.com 


    SIP server addresses: 


      2:2::4 


DHCPv6 server


Switch


DHCPv6 client


Vlan-int2


1::1/48


DHCPv6 client


Vlan-int2
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    SIP server domain names: 


      bbb.com 


# Display brief IPv6 information for all interfaces on the device. The output shows that the DHCPv6 client 


has obtained an IPv6 address.. 


[Switch] display ipv6 interface brief 


*down: administratively down 


(s): spoofing 


Interface                                Physical   Protocol   IPv6 Address 


Vlan-interface2                          up         up         1:2::2 


IPv6 prefix acquisition configuration example 


Network requirements 


As shown in Figure 2, configure VLAN-interface 2 of Switch to use DHCPv6 to obtain configuration 


parameters from the DHCPv6 server. The parameters include IPv6 prefix, DNS server address, domain 


name suffix, SIP server address, and SIP server domain name. 


Figure 2 Network diagram 


 


 


Configuration procedure 


You must configure the DHCPv6 server first before configuring the DHCPv6 client.  


# Configure an IPv6 address for VLAN-interface 2 that connects to the DHCPv6 server. 


<Switch> system-view 


[Switch] interface vlan-interface 2 


[Switch-Vlan-interface2] ipv6 address 1::2/48 


# Configure VLAN-interface 2 to use DHCPv6 to obtain an IPv6 prefix and other configuration 


parameters. Configure the interface to support DHCPv6 rapid prefix assignment. Enable the DHCPv6 


client to assign an ID to the obtained IPv6 prefix. 


[Switch-Vlan-interface2] ipv6 dhcp client pd 1 rapid-commit 


[Switch-Vlan-interface2] quit 


DHCPv6 server


Switch


DHCPv6 client


Vlan-int2


1::1/48


DHCPv6 client


Vlan-int2


1::2/48
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Verifying the configuration 


# Display the DHCPv6 client information. The output shows that the client has obtained an IPv6 prefix 


and other configuration parameters from the DHCPv6 server. 


[Switch] display ipv6 dhcp client 


Vlan-interface2: 


  Type: Stateful client requesting prefix 


    State: OPEN 


    IAID: 0xf0019 


    Client DUID: 00030001000fe2ff0000 


    Preferred server: 


      Reachable via address: FE80::200:5EFF:FE0A:2303 


      Server DUID: 00030001000fe20a0a00 


    Prefix: 12:34::/32 


      Preferred lifetime 90 sec, valid lifetime 90 sec 


      T1 45 sec, T2 72 sec 


      Will expire on Feb 4 2013 at 15:37:20（80 seconds left） 


    DNS server addresses:  


      2000::FF 


    Domain name:  


      example.com 


    SIP server addresses: 


      2:2::4 


    SIP server domain names: 


      bbb.com 


# Display information about the dynamic IPv6 prefix. The output shows that the client has obtained an 


IPv6 prefix. 


[Switch] display ipv6 prefix 1 


Number: 1 


Type  : Dynamic 


Prefix: 12:34::/32 


Preferred lifetime 90 sec, valid lifetime 90 sec 


Stateless DHCPv6 configuration example 


Network requirements 


As shown in Figure 3, configure VLAN-interface 2 on Switch A to use stateless DHCPv6 to obtain 


configuration parameters except IPv6 address and IPv6 prefix. Switch B acts as the gateway and 


advertises RA messages periodically. 
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Figure 3 Network diagram 


 


 


Configuration procedure 


You must configure the DHCPv6 server first before configuring the DHCPv6 client.  


1. Configure the gateway Switch B. 


# Configure an IPv6 address for VLAN-interface 2. 


<SwitchB> system-view 


[SwitchB] interface vlan-interface 2 


[SwitchB-Vlan-interface2] ipv6 address 1::1 64 


# Set the O flag in RA messages to 1. 


[SwitchB-Vlan-interface2] ipv6 nd autoconfig other-flag 


# Allow the interface to advertise RA messages. 


[SwitchB-Vlan-interface2] undo ipv6 nd ra halt 


2. Configure the DHCPv6 client Switch A. 


# Enable stateless IPv6 address autoconfiguration on VLAN-interface 2. 


<SwitchA> system-view 


[SwitchA] interface vlan-interface 2 


[SwitchA-Vlan-interface2] ipv6 address auto 


With stateless IPv6 address autoconfiguration enabled, but no IPv6 address configured for 


VLAN-interface 2, Switch A automatically generates a link local address. It sends an RS message 


to Switch B to request configuration information for IPv6 address generation. Upon receiving the 


RS message, Switch B sends back an RA message. After receiving an RA message with the M flag 


set to 0 and the O flag set to 1, Switch A performs stateless DHCPv6 to get other configuration 


parameters. 


Verifying the configuration 


# Display the DHCPv6 client information for VLAN-interface 2. 


[SwitchA-Vlan-interface2] display ipv6 dhcp client interface vlan-interface 2 


Vlan-interface2: 


 Type: Stateless client 


    State: OPEN 


    IAID: 0xf0019 


    Client DUID: 00030001000fe2ff0000 


Switch B


Gateway


Switch A


DHCPv6 client


Vlan-int2
DHCPv6 server


Vlan-int2


1::1/64
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    Preferred server: 


      Reachable via address: FE80::213:7FFF:FEF6:C818 


      Server DUID: 0003000100137ff6c818 


    DNS server addresses: 


      1:2:4::5 


      1:2:4::7 


    Domain name: 


      abc.com 


# Display the DHCPv6 client statistics. 


[SwitchA-Vlan-interface2] display ipv6 dhcp client statistics 


Interface                     :  Vlan-interface2 


Packets received              :  1 


        Reply                 :  1 


        Advertise             :  0 


        Reconfigure           :  0 


        Invalid               :  0 


Packets sent                  :  5 


        Solicit               :  0 


        Request               :  0 


        Renew                 :  0 


        Rebind                :  0 


        Information-request   :  5 


        Release               :  0 


        Decline               :  0 


Command reference 


display ipv6 dhcp client 


Use display ipv6 dhcp client to display DHCPv6 client information. 


Syntax 


display ipv6 dhcp client [ interface interface-type interface-number ] 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Parameters 


interface interface-type interface-number: Specifies an interface by its type and number. If you do not 


specify an interface, this command displays information about all DHCPv6 clients. 


Examples 


# Display the DHCPv6 client information on VLAN-interface 2. 
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<Sysname> display ipv6 dhcp client interface vlan-interface 2 


Vlan-interface2: 


  Type: Stateful client requesting address 


    State: OPEN 


    IAID: 0x4030000 


    Client DUID: 00030001000fe2ff0000 


    Preferred server: 


      Reachable via address: FE80::223:89FF:FE63:C4BC 


      Server DUID: 0003000100238963c4ba 


    Address: 12:34:56::2/128 


      Preferred lifetime 86400 sec, valid lifetime 259200 sec 


      T1 43200 sec, T2 69120 sec 


      Will expire on Feb 4 2013 at 15:37:20(288 seconds left) 


    DNS server addresses: 


      2:2::3 


    Domain name: 


      aaa.com 


    SIP server addresses: 


      2:2::4 


    SIP server domain names: 


      bbb.com 


    Options: 


      Code: 88 


        Length: 3 bytes 


        Hex: AABBCC 


Table 1 Command output 


Field Description 


Type 


Type of DHCPv6 client: 


 Stateful client requesting address—A DHCPv6 client that requests an 


IPv6 address. 


 Stateful client requesting prefix—A DHCPv6 client that requests an IPv6 


prefix. 


 Stateless client—A DHCPv6 client that requests configuration 


parameters through stateless DHCPv6. 


State 


Current state of the DHCPv6 client: 


 IDLE—The client is in idle state. 


 SOLICIT—The client is locating a DHCPv6 server. 


 REQUEST—The client is requesting an IPv6 address or prefix. 


 OPEN—The client has obtained an IPv6 address or prefix. 


 RENEW—The client is extending the lease (after T1 and before T2). 


 REBIND—The client is extending the lease (after T2 and before the lease 


expires). 


 RELEASE—The client is releasing an IPv6 address or prefix. 


 DECLINE—The client is declining an IPv6 address or prefix because of 


an address or prefix conflict. 


 INFO-REQUESTING—The client is requesting configuration parameters 


through stateless DHCPv6. 
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Field Description 


IAID IA identifier. 


Client DUID DUID of the DHCPv6 client. 


Preferred server Information about the DHCPv6 server selected by the DHCPv6 client. 


Reachable via address 
Reachable address for the DHCPv6 client. It is the link local address of the 


DHCPv6 server or DHCPv6 relay agent. 


Server DUID DUID of the DHCPv6 server. 


Address 
IPv6 address obtained. This field is displayed only when the DHCPv6 client 


type is Stateful client requesting address. 


Prefix 
IPv6 prefix obtained. This field is displayed only when the DHCPv6 client 


type is Stateful client requesting prefix. 


Preferred lifetime Preferred lifetime in seconds. 


valid lifetime Valid lifetime in seconds. 


T1 T1 time value in seconds. 


T2 T2 time value in seconds. 


Will expire on Feb 4 2013 at 


15:37:20 (288 seconds left) 


Time when the lease expires and the remaining time of the lease.  


If the lease expires after the year 2100, this field displays Will expire after 


2100. 


DNS server addresses IPv6 address of the DNS server. 


Domain name Domain name suffix. 


SIP server addresses IPv6 address of the SIP server. 


SIP server domain names Domain name of the SIP server. 


Options Self-defined options. 


Code Code of the self-defined option. 


Length Self-defined option length in bytes. 


Hex Self-defined option content represented by a hexadecimal string. 


 


Related commands 


 ipv6 address dhcp-alloc 


 ipv6 dhcp client pd 


display ipv6 dhcp client statistics 


Use display ipv6 dhcp client statistics to display DHCPv6 client statistics. 


Syntax 


display ipv6 dhcp client statistics [ interface interface-type interface-number ] 


Views 


Any view 
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Predefined user roles 


network-admin 


network-operator 


Parameters 


interface interface-type interface-number: Specifies an interface by its type and number. If you do not 


specify an interface, this command displays statistics for all DHCPv6 clients. 


Examples 


# Display DHCPv6 client statistics on VLAN-interface 2. 


<Sysname> display ipv6 dhcp client statistics interface vlan-interface 2 


Interface                    :  Vlan-interface2 


Packets received             :  1 


         Reply               :  1 


         Advertise           :  0 


         Reconfigure         :  0 


         Invalid             :  0 


Packets sent                 :  5 


         Solicit             :  0 


         Request             :  0 


         Renew               :  0 


         Rebind              :  0 


         Information-request :  5 


         Release             :  0 


         Decline             :  0  


Table 2 Command output 


Field Description 


Interface Interface that serves as the DHCPv6 client. 


Packets Received Number of received packets. 


Reply Number of received reply packets. 


Advertise Number of received advertise packets. 


Reconfigure Number of received reconfigure packets. 


Invalid Number of invalid packets. 


Packets sent Number of sent packets. 


Solicit Number of sent solicit packets. 


Request Number of sent request packets. 


Renew Number of sent renew packets. 


Rebind Number of sent rebind packets. 


Information-request Number of sent information request packets. 


Release Number of sent release packets. 


Decline Number of sent decline packets. 
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Related commands 


reset ipv6 dhcp client statistics 


ipv6 address dhcp-alloc 


Use ipv6 address dhcp-alloc to configure an interface to use DHCPv6 for IPv6 address acquisition. 


Use undo ipv6 address dhcp-alloc to cancel an interface from using DHCPv6, and clear the obtained 


IPv6 address and other configuration parameters. 


Syntax 


ipv6 address dhcp-alloc [ rapid-commit ] 


undo ipv6 address dhcp-alloc 


Default 


An interface does not use DHCPv6 for IP address acquisition. 


Views 


VLAN interface view 


Predefined user roles 


network-admin 


Parameters 


rapid-commit: Supports rapid address or prefix assignment. 


Examples 


# Configure VLAN-interface 10 to use DHCPv6 for IPv6 address acquisition. Configure the DHCPv6 


client to support rapid address assignment. 


<Sysname> system-view 


[Sysname] interface vlan-interface 10 


[Sysname-Vlan-interface10] ipv6 address dhcp-alloc rapid-commit 


Related commands 


display ipv6 dhcp client 


ipv6 dhcp client dscp 


Use ipv6 dhcp client dscp to set the DSCP value for DHCPv6 packets sent by the DHCPv6 client. 


Use undo ipv6 dhcp client dscp to restore the default value. 


Syntax 


ipv6 dhcp client dscp dscp-value 


undo ipv6 dhcp client dscp 
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Default 


The DSCP value in DHCPv6 packets is 56. 


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


dscp-value: Sets the DSCP value for DHCPv6 packets, in the range of 0 to 63. 


Usage guidelines 


The DSCP value is carried in the Traffic class field of a DHCPv6 packet. It specifies the priority level of the 


packet and affects the transmission priority of the packet. A bigger DSCP value represents a higher 


priority. 


Examples 


# Set the DSCP value for DHCPv6 packets sent by the DHCPv6 client to 30. 


<Sysname> system-view 


[Sysname] ipv6 dhcp client dscp 30 


ipv6 dhcp client pd 


Use ipv6 dhcp client pd to configure an interface to use DHCPv6 for IPv6 prefix acquisition. 


Use undo ipv6 dhcp client pd to cancel an interface from using DHCPv6, and clear the obtained IPv6 


prefix and other configuration parameters. 


Syntax 


ipv6 dhcp client pd prefix-number [ rapid-commit ] 


undo ipv6 dhcp client pd 


Default 


An interface does not use DHCPv6 for IPv6 prefix acquisition. 


Views 


VLAN interface view 


Predefined user roles 


network-admin 


Parameters 


prefix-number: Specifies an IPv6 prefix ID in the range of 1 to 1024. After obtaining an IPv6 prefix, the 


client assigns the ID to the IPv6 prefix. 


rapid-commit: Supports rapid address or prefix assignment. 
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Examples 


# Configure VLAN-interface10 to use DHCPv6 for IPv6 prefix acquisition. Specify an ID for the dynamic 


IPv6 prefix, and configure the client to support rapid prefix assignment. 


<Sysname> system-view 


[Sysname] interface vlan-interface 10 


[Sysname-Vlan-interface10] ipv6 dhcp client pd 1 rapid-commit 


Related commands 


display ipv6 dhcp client 


ipv6 dhcp client stateless enable 


Use ipv6 dhcp client stateless enable to enable stateless DHCPv6. 


Use undo ipv6 dhcp client stateless enable to restore the default. 


Syntax 


ipv6 dhcp client stateless enable 


undo ipv6 dhcp client stateless enable 


Default 


Stateless DHCPv6 is disabled. 


Views 


VLAN interface view 


Predefined user roles 


network-admin 


Usage guidelines 


With stateless DHCPv6 enabled on an interface, the interface sends an Information-request message to 


the multicast address of all DHCPv6 servers and DHCPv6 relay agents to request configuration 


parameters. 


Examples 


# Enable stateless DHCPv6 on VLAN-interface 2. 


<Sysname> system-view 


[Sysname] interface vlan-interface 2 


[Sysname-Vlan-interface2] ipv6 dhcp client stateless enable 


reset ipv6 dhcp client statistics 


Use reset ipv6 dhcp client statistics to clear DHCPv6 client statistics. 


Syntax 


reset ipv6 dhcp client statistics [ interface interface-type interface-number ] 
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Views 


User view 


Predefined user roles 


network-admin 


Parameters 


interface interface-type interface-number: Specifies an interface by its type and number. If you do not 


specify an interface, this command clears all DHCPv6 client statistics. 


Examples 


# Clear all DHCPv6 client statistics. 


<Sysname> reset ipv6 dhcp client statistics 


Related commands 


display ipv6 dhcp client statistics 


New feature: Static IPv6 prefix configuration 


Configuring a static IPv6 prefix 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Configure a static 


IPv6 prefix. 


ipv6 prefix prefix-number 


ipv6-prefix/prefix-length 


By default, the device has no static IPv6 


prefix. 


 


Command reference 


ipv6 prefix 


Use ipv6 prefix to configure a static IPv6 prefix. 


Use undo ipv6 prefix to remove a static IPv6 prefix. 


Syntax 


ipv6 prefix prefix-number ipv6-prefix/prefix-length 


undo ipv6 prefix prefix-number 


Default 


No static IPv6 prefix is configured on the device. 


Views 


System view 


Predefined user roles 


network-admin 
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Parameters 


prefix-number: Specifies a prefix ID in the range of 1 to 1024. 


ipv6-prefix/prefix-length: Specifies a prefix and its length. The value range for the prefix-length argument 


is 1 to 128. 


Usage guidelines 


You cannot use the ipv6 prefix command to modify an existing static prefix. 


Dynamic IPv6 prefixes obtained from DHCPv6 servers cannot be manually removed or modified. 


A static IPv6 prefix can have the same prefix ID with a dynamic IPv6 prefix, but the static one takes 


precedence over the dynamic one. 


Examples 


# Create static IPv6 prefix 2001:0410::/32 with prefix ID 1. 


<Sysname> system-view 


[Sysname] ipv6 prefix 1 2001:0410::/32 


Related commands 


display ipv6 prefix 


New feature: IPv6 prefix information display 


Displaying IPv6 prefix information 


Step Command Remarks 


Display IPv6 prefix information. display ipv6 prefix [ prefix-number ] N/A 


 


Command reference 


display ipv6 prefix 


Use display ipv6 prefix to display information about IPv6 prefixes, including dynamic and static prefixes. 


Syntax 


display ipv6 prefix [ prefix-number ] 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 
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Parameters 


prefix-number: Specifies the ID of an IPv6 prefix, in the range of 1 to 1024. If this argument is not 


specified, the command displays information about all IPv6 prefixes. 


Usage guidelines 


A static IPv6 prefix is configured by using the ipv6 prefix command. 


A dynamic IPv6 prefix is obtained from the DHCPv6 server, and its prefix ID is configured by using the 


ipv6 dhcp client pd command. 


Examples 


# Display information about all IPv6 prefixes. 


<Sysname> display ipv6 prefix 


Number  Prefix                                     Type 


1        1::/16                                    Static 


2        11:77::/32                                Dynamic 


# Display information about the IPv6 prefix with prefix ID 1. 


<Sysname> display ipv6 prefix 1 


Number: 1 


Type  : Dynamic 


Prefix: ABCD:77D8::/32 


Preferred lifetime 90 sec, valid lifetime 120 sec 


Table 3 Command output 


Field Description 


Number Prefix ID. 


Type 


Prefix type: 


 Static—Static IPv6 prefix. 


 Dynamic—Dynamic IPv6 prefix.  


Prefix Prefix and its length. If no prefix is obtained, this field displays Not-available. 


Preferred lifetime 90 


sec 
Preferred lifetime in seconds. For a static IPv6 prefix, this field is not displayed. 


valid lifetime 120 sec Valid lifetime in seconds. For a static IPv6 prefix, this field is not displayed. 


 


Related commands 


 ipv6 dhcp client pd 


 ipv6 prefix 


Deleted feature: Clearing outgoing queue-based traffic 


statistics 


Clearing outgoing queue-based traffic statistics 


This feature was deleted in this release. 
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Command changes 


Deleted command: reset qos queue-statistics interface outbound 


Syntax 


reset qos queue-statistics interface [ interface-type interface-number ] outbound 


Views 


User view 
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Release 2311 


This release has the following changes: 


 New feature: CWMP 


 New feature: NETCONF over SSH 


 Modified feature: Generating SSH key pairs 


New feature: CWMP 


Overview 


CPE WAN Management Protocol (CWMP), also called "TR-069," is a DSL Forum technical specification 


for remote management of home network devices.  


The protocol was initially designed to provide remote autoconfiguration through a server for large 


numbers of dispersed end-user devices in DSL networks. However, it has been increasingly used on other 


types of networks, including Ethernet, for remote autoconfiguration. 


CWMP network framework 


Figure 1 shows a basic CWMP network framework. 


Figure 1 CWMP network framework 


 


 


A basic CWMP network includes the following network elements: 


 ACS—Autoconfiguration server, the management device in the network. 


 CPE—Customer premises equipment, the managed device in the network. 


DNS server


CPE


ACSDHCP server


CPE CPE


IP network
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 DNS server—Domain name system server. CWMP defines that the ACS and the CPE use URLs to 


identify and access each other. DNS is used to resolve the URLs. 


 DHCP server—Assigns ACS attributes along with IP addresses to CPEs when the CPEs are powered 


on. DHCP server is optional in CWMP. With a DHCP server, you do not need to configure ACS 


attributes manually on each CPE. The CPEs contact the ACS automatically when they are powered 


on for the first time. 


The device is operating as a CPE in the CWMP framework. 


Basic CWMP functions 


The ACS identifies different categories of CPEs by provision code. You can use the ACS to autoconfigure 


and upgrade each category of CPEs in bulk. 


Autoconfiguration 


You can create configuration files for different categories of CPEs on the ACS. The ACS identifies the 


configuration file for a CPE by its provision code.  


The following are methods available for the ACS to issue configuration to the CPE: 


 Transfers the configuration file to the CPE, and specifies the file as the next-startup configuration file. 


At a reboot, the CPE starts up with the ACS-specified configuration file. 


 Runs the configuration in the CPE's RAM. The configuration takes effect immediately on the CPE. For 


the running configuration to survive a reboot, you must save the configuration on the CPE. 


Software image management 


The ACS can manage CPE software upgrade. 


When the ACS finds a software version update, the ACS notifies the CPE to download the software 


image file from a specific location. The location can be the URL of the ACS or an independent file server. 


The CPE notifies the ACS of the download result (success or failure) when it completes a download 


attempt. The CPE downloads the specified image file only when the file passes validity verification. 


Data backup 


The ACS can require the CPE to upload a configuration or log file to a specific location. The destination 


location can be the ACS or a file server. 


Status and performance monitoring 


The CPE allows the ACS to monitor the status and performance objects in Table 4. 
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Table 4 CPE status and performance objects available for the ACS to monitor 


Category Objects 


Device information 


Manufacturer 


ManufacturerOUI 


SerialNumber 


HardwareVersion 


SoftwareVersion 


Operating status and information 
DeviceStatus 


UpTime 


Configuration file ConfigFile 


CWMP settings 


ACS URL 


ACS username 


ACS password 


PeriodicInformEnable 


PeriodicInformInterval 


PeriodicInformTime 


ConnectionRequestURL (CPE URL) 


ConnectionRequestUsername (CPE username) 


ConnectionRequestPassword (CPE password) 


 


How CWMP works 


CWMP uses remote procedure call (RPC) methods for bidirectional communication between CPE and 


ACS. The RPC methods are encapsulated in HTTP or HTTPS. 


RPC methods 


Table 5 shows the primary RPC methods used in CWMP. 


Table 5 RPC methods 


RPC method Description 


Get The ACS obtains the values of parameters on the CPE. 


Set The ACS modifies the values of parameters on the CPE. 


Inform 


The CPE sends an Inform message to the ACS for the following purposes: 


 Initiates a connection to the ACS. 


 Reports configuration changes to the ACS. 


 Periodically updates CPE settings to the ACS. 


Download 
The ACS requires the CPE to download a configuration or software image file from a 


specific URL for software or configuration update. 


Upload The ACS requires the CPE to upload a file to a specific URL. 
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RPC method Description 


Reboot 
The ACS reboots the CPE remotely for the CPE to complete an upgrade or recover from 


an error condition. 


 


Autoconnect between ACS and CPE 


The CPE connects to the ACS automatically after it obtains the DNS server address and basic ACS 


parameters (ACS URL and authentication username and password). You can configure this information 


manually on the CPE, through a DHCP server, or through the ACS. 


After establishing a connection, the ACS can issue configuration and software images to the CPE. If the 


connection is disconnected before a session is complete, the CPE retries the failed connection 


automatically. The retry attempt continues until the connection is established again or the specified retry 


limit is reached. 


Depending on the configuration, the CPE can also connect to the ACS regularly or at a scheduled time 


to update its information with the ACS. 
 


 NOTE: 


For the CPE to complete autoconfiguration at its initial startup, HP recommends that you use a DHCP 


server. The DHCP option for ACS parameter assignment is option 43. For more information about DHCP, 


see Layer 3—IP Services Configuration Guide. 
 


CWMP connection establishment 


As shown in Figure 2, the CPE and the ACS use the following process to establish a connection: 


1. After obtaining the basic ACS parameters, the CPE initiates a TCP connection to the ACS. 


2. If HTTPS is used, the CPE and the ACS initialize SSL for a secure HTTP connection. 


3. The CPE sends an Inform message in HTTPS to initiate a CWMP session. 


4. After the CPE passes authentication, the ACS returns an Inform response to establish the session. 


5. After sending all requests, the CPE sends an empty HTTP post message. 


6. If the ACS wants to point the CPE to a new ACS URL, the ACS queries the ACS URL set on the CPE. 


7. The CPE replies with its ACS URL setting. 


8. The ACS sends a Set request to modify the ACS URL on the CPE. 


9. After the ACS URL is modified, the CPE sends a response. 


10. The ACS sends an empty HTTP message to notify the CPE that it has no other requests. 


11. The CPE closes the connection, and then initiates a new connection to the new ACS URL. 
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Figure 2 CWMP message interaction procedure 


 


 


Configuration task list 


To use CWMP, you must enable CWMP from the CLI. You can then configure ACS and CPE attributes 


from the CPE's CLI, the DHCP server, or the ACS. 


For an attribute, the CLI- and ACS-assigned values have higher priority than the DHCP-assigned value. 


The CLI- and ACS-assigned values overwrite each other, whichever is assigned later. 


This document only describes configuring ACS and CPE attributes from the CLI and DHCP server. For 


more information about configuring and using the ACS, see ACS documentation. 


To configure CWMP, perform the following tasks: 
 


Tasks at a glance Remarks 


(Required.) Enabling CWMP from the CLI 
To use CWMP, you must enable CWMP from the 


CLI. 


Configuring ACS attributes: 


 (Required.) Configuring the preferred ACS attributes 


 Assigning ACS attributes from the DHCP server 


 Configuring the preferred ACS attributes from the 


CLI 


 (Optional.) Configuring the default ACS attributes from 


the CLI 


The preferred ACS attributes are configurable 


from the CPE's CLI, DHCP server, and ACS. 


The default ACS attributes are configurable only 


from the CLI. 


CPE


(1) Open TCP connection


(2) SSL initiation


(4) HTTP response (Inform response)


(3) HTTP post (Inform)


(6) HTTP response (GetParameterValues request)


(5) HTTP post (empty)


(8) HTTP response (SetParameterValues request)


(7) HTTP post (GetParameterValues response)


(11) Close connection


(10) HTTP response (empty)


(9) HTTP post (SetParameterValues response)







25 


Tasks at a glance Remarks 


(Optional.) Configuring CPE attributes: 


 Configuring ACS authentication parameters 


 Configuring the provision code 


 Configuring the CWMP connection interface 


 Configuring autoconnect parameters 


 Configuring the periodic Inform feature 


 Scheduling a connection initiation 


 Configuring the maximum number of connection 


retries 


 Configuring the close-wait timer 


 Enabling NAT traversal for the CPE 


 Specifying an SSL client policy for HTTPS connection to 


ACS 


All CPE attributes are configurable from the CLI 


and ACS except for the following attributes: 


 CWMP connection interface 


 NAT traversal 


 Maximum number of connection retries 


 SSL client policy for HTTPS 


These attributes are configurable only from the 


CLI. 


 


Enabling CWMP from the CLI 


You must enable CWMP for other CWMP settings to take effect, whether they are configured from the CLI, 


or assigned through the DHCP server or ACS. 


To enable CWMP: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter CWMP view. cwmp N/A 


3. Enable CWMP. cwmp enable By default, CWMP is disabled. 


 


Configuring ACS attributes 


You can configure two sets of ACS attributes for the CPE: preferred and default. 


 The preferred ACS attributes are configurable from the CPE's CLI, the DHCP server, and ACS. For 


an attribute, the CLI- and ACS-assigned values have higher priority than the DHCP-assigned value. 


The CLI- and ACS-assigned values overwrite each other. 


 The default ACS attributes are configurable only from the CLI. 


The CPE uses the default ACS attributes for connection establishment only when it is not assigned a 


preferred ACS URL from the CLI, ACS, or DHCP server. 







26 


Configuring the preferred ACS attributes 


Assigning ACS attributes from the DHCP server 


You can use DHCP option 43 to assign the ACS URL and ACS login authentication username and 


password. 


If the DHCP server is an HP device, you can configure DHCP option 43 by using the option 43 hex 


01length URL username password command. 


 length—A hexadecimal number that indicates the total length of the length, URL, username, and 


password arguments, including the spaces between these arguments. No space is allowed 


between the 01 keyword and the length value. 


 URL—ACS URL. 


 username—Username for the CPE to authenticate to the ACS. 


 password—Password for the CPE to authenticate to the ACS. 
 


 NOTE: 


The ACS URL, username and password must use the hexadecimal format and be space separated. 
 


The following example configures the ACS address as http://169.254.76.31:7547/acs, username as 


1234, and password as 5678: 


<Sysname> system-view 


[Sysname] dhcp server ip-pool 0 


[Sysname-dhcp-pool-0] option 43 hex 


0127687474703A2F2F3136392E3235342E37362E33313A373534372F61637320313233342035363738 


Table 6 Hexadecimal forms of the ACS attributes 


Attribute Attribute value Hexadecimal form 


Length 39 characters 27 


ACS URL 
http://169.254.76.31/


acs 


687474703A2F2F3136392E3235342E37362E33313A3


73534372F61637320 


NOTE: 


The two ending digits (20) represent the space. 


ACS connect 


username 
1234 


3132333420 


NOTE: 


The two ending digits (20) represent the space. 


ACS connect 


password 
5678 35363738 


 


For more information about DHCP and DHCP Option 43, see layer 3—IP Services Configuration Guide. 
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Configuring the preferred ACS attributes from the CLI 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter CWMP view. cwmp N/A 


3. Configure the preferred ACS 


URL. 
cwmp acs url url 


By default, no preferred ACS URL 


has been configured. 


4. Configure the username for 


authentication to the preferred 


ACS URL. 
cwmp acs username username 


By default, no username has been 


configured for authentication to the 


preferred ACS URL. 


5. (Optional.) Configure the 


password for authentication to 


the preferred ACS URL. 


cwmp acs password { cipher | 


simple } password 


By default, no password has been 


configured for authentication to the 


preferred ACS URL. 


 


Configuring the default ACS attributes from the CLI 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter CWMP view. cwmp N/A 


3. Configure the default ACS 


URL. 
cwmp acs default url url 


By default, no default ACS URL has 


been configured. 


4. Configure the username for 


authentication to the default 


ACS URL. 


cwmp acs default username 


username 


By default, no username has been 


configured for authentication to the 


default ACS URL. 


5. (Optional.) Configure the 


password for authentication 


to the default ACS URL. 


cwmp acs default password 


{ cipher | simple } password 


By default, no password has been 


configured for authentication to the 


default ACS URL. 


 


Configuring CPE attributes 


You can assign CPE attribute values to the CPE from the CPE's CLI or the ACS. The CLI- and 


ACS-assigned values overwrite each other, whichever is assigned later. 


For more information about the configuration methods supported for each CPE attribute, see 


"Configuration task list." 


Configuring ACS authentication parameters 


To protect the CPE against unauthorized access, configure a CPE username and password for ACS 


authentication. When an ACS initiates a connection to the CPE, the ACS must provide the correct 


username and password. 
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 NOTE: 


The password setting is optional. You may choose to use only a username for authentication. 
 


To configure ACS authentication parameters: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter CWMP view. cwmp N/A 


3. Configure the username for 


authentication to the CPE. 
cwmp cpe username username 


By default, no username has been 


configured for authentication to the 


CPE. 


4. (Optional.) Configure the 


password for authentication 


to the CPE. 


cwmp cpe password { cipher | 


simple } password 


By default, no password has been 


configured for authentication to the 


CPE. 


 


Configuring the provision code 


The ACS uses the provision code to identify services assigned to each CPE. For correct configuration 


deployment, make sure the same provision code is configured on the CPE and the ACS. 


To configure the provision code: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter CWMP view. cwmp N/A 


3. Configure the provision code. 
cwmp cpe provision-code 


provision-code 


The default provision code is 


PROVISIONINGCODE. 


 


Configuring the CWMP connection interface 


The CWMP connection interface is the interface that the CPE uses to communicate with the ACS. To 


establish a CWMP connection, the CPE sends the IP address of this interface in the Inform messages, 


and the ACS replies to this IP address. 


Typically, the CPE selects the CWMP connection interface automatically. 


If the interface that connects the CPE to the ACS is the only Layer 3 interface that has an IP address on 


the device, you do not need to specify the CWMP connection interface. 


If the CPE has multiple Layer 3 interfaces, specify the interface that connects to the ACS as the CWMP 


connection interface. This manual setting avoids the risk of incorrect CWMP connection interface 


selection in an automatic selection process. 


To configure the CWMP connection interface: 
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Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter CWMP view. cwmp N/A 


3. Specify the interface that 


connects to the ACS as the 


CWMP connection interface. 


cwmp cpe connect interface 


interface-type interface-number 


By default, no interface is specified 


as the CWMP connection 


interface. 


 


Configuring autoconnect parameters 


You can configure the CPE to connect to the ACS periodically, or at a schedule time for configuration 


or software update. To protect system resources, limit the number of retries that the CPE can make to 


connect to the ACS. 


Configuring the periodic Inform feature 


To connect to the ACS periodically for CPE information update: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter CWMP view. cwmp N/A 


3. Enable the periodic Inform 


feature. 
cwmp cpe inform interval enable 


By default, this function is 


disabled. 


4. (Optional.) Configure the 


Inform interval. 
cwmp cpe inform interval seconds 


By default, the CPE sends an 


Inform message to start a session 


every 600 seconds. 


 


Scheduling a connection initiation 


To connect to the ACS for configuration or software update at a scheduled time: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter CWMP view. cwmp N/A 


3. Schedule a connection 


initiation. 
cwmp cpe inform time time 


By default, no connection initiation 


has been scheduled. 


 


Configuring the maximum number of connection retries 


The CPE retries a connection automatically when one of the following events occurs: 


 The CPE fails to connect to the ACS. 


 The connection is disconnected before the session on the connection is completed. 
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The CPE considers a connection attempt as having failed when the close-wait timer expires. This timer 


starts when the CPE sends an Inform request. If the CPE fails to receive a response before the timer 


expires, the CPE resends the Inform request. 


To configure the maximum number of connection retries that the CPE can make: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter CWMP view. cwmp N/A 


3. Configure the maximum 


number of connection retries. 
cwmp cpe connect retry times 


By default, the CPE retries a failed 


connection until the connection is 


established. 


 


Configuring the close-wait timer 


The close-wait timer specifies the amount of time the connection to the ACS can be idle before it is 


terminated. The CPE terminates the connection to the ACS if no traffic is transmitted before the timer 


expires. 


The timer also specifies the maximum amount of time the CPE waits for the response to a session request. 


The CPE determines that its session attempt has failed when the timer expires. 


To configure the close-wait timer for the CPE: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter CWMP view. cwmp N/A 


3. Set the close-wait timer. cwmp cpe wait timeout seconds 
By default, the close-wait timer is 


30 seconds. 


 


Enabling NAT traversal for the CPE 


For the connection request initiated from the ACS to reach the CPE, you must enable NAT traversal 


feature on the CPE when a NAT gateway resides between the CPE and the ACS. 


The NAT traversal feature complies with RFC 3489 Simple Traversal of UDP Through NATs (STUN). The 


feature enables the CPE to discover the NAT gateway, and obtain an open NAT binding (a public IP 


address and port binding) through which the ACS can send unsolicited packets. The CPE sends the 


binding to the ACS when it initiates a connection to the ACS. For the connection requests sent by the ACS 


at any time to reach the CPE, the CPE maintains the open NAT binding. 


To enable NAT traversal on the CPE: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 
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Step Command Remarks 


2. Enter CWMP view. cwmp N/A 


3. Enable NAT traversal. cwmp cpe stun enable 
By default, NAT traversal is 


disabled on the CPE. 


 


Specifying an SSL client policy for HTTPS connection to ACS 


CWMP uses HTTP or HTTPS for data transmission. If the ACS uses HTTPS for secure access, its URL 


begins with https://. You must configure an SSL client policy for the CPE to authenticate the ACS for 


HTTPS connection establishment. For more information about configuring SSL client policies, see 


Security Configuration Guide. 


To specify an SSL client policy for the CPE to establish an HTTPS connection to the ACS: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter CWMP view. cwmp N/A 


3. Specify an SSL client policy. ssl client-policy policy-name 
By default, no SSL client policy is 


specified. 


 


Displaying and maintaining CWMP 


Execute display commands in any view. 
 


Task Command 


Display CWMP configuration. display cwmp configuration 


Display the current status of CWMP. display cwmp status 


 


CWMP configuration example 


Network requirements 


As shown in Figure 3, use HP IMC BIMS as the ACS to bulk-configure the devices (CPEs), and assign ACS 


attributes to the CPEs from the DHCP server.  


The configuration files for the devices in equipment rooms A and B are configure1.cfg and configure2.cfg, 


respectively. 
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Figure 3 Network diagram 


 


 


Table 7 shows the ACS attributes for the CPEs to connect to the ACS. 


Table 7 ACS attributes 


Item Setting 


Preferred ACS URL http://10.185.10.41:8080/acs 


ACS username Admin 


ACS password 12345 


 


Table 8 lists serial numbers of the CPEs. 


Table 8 CPE list 


Room Device Serial number 


A 


Device A 210231A95YH10C000045 


Device B 210235AOLNH12000010 


Device C 210235AOLNH12000015 


B 


Device D 210235AOLNH12000017 


Device E 210235AOLNH12000020 


Device F 210235AOLNH12000022 


 


Device A Device B Device C


Room A


Device D Device E Device F


 Room B


ACS


10.185.10.41


DHCP Server


10.185.10.52


DNS Server


10.185.10.60
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Configuration procedure 


Configuring the ACS 


1. Log in to the ACS: 


a. Launch a Web browser on the ACS configuration terminal. 


b. In the address bar of the Web browser, enter the ACS URL and port number. This example uses 


http://10.185.10.41:8080/imc. 


c. On the login page, enter the ACS login username and password, and then click Login. 
 


2. Add device groups and device classes for devices in equipment rooms A and B: 


This example assigns all devices to the same device group, and assigns the devices in two 


equipment rooms to different device classes. 


a. Select Service > Resource > Device Group from the top navigation bar. 


b. Click Add. 


c. On the Add Device Group page, enter a service group name (for example, DB_1), and then 


click OK. 


Figure 4 Adding a device group 


 
 


d. Select Service > Resource > Device Class from the top navigation bar. 


e. Click Add. 
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f. On the Add Device Class page, enter a device class name for devices in equipment room A, 


and then click OK. 


In this example, the device class for devices in equipment room A is Device_A. 


Figure 5 Adding a device class 


 


 


g. Repeat the previous two steps to create a device class for devices in equipment room B. 
 


3. Add the devices as CPEs: 


a. Select Service > BIMS > Add CPE from the top navigation bar. 


b. On the Add CPE page, enter or select basic settings for device A, and then click OK. 


c. Repeat the previous two steps to add other devices. 


Figure 6 Adding a CPE 


 


 


After the CPE is added successfully, a success message is displayed, as shown in Figure 7. 
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Figure 7 CPE added successfully 


 


 


4. Configure the system settings of the ACS, as shown in Figure 8. 


Figure 8 Configuring the system settings of the ACS 


 


 


5. Add configuration templates and software library entries for the two classes of devices: 


a. Select Service > BIMS > Configuration Management > Configuration Templates from the 


navigation tree. 







36 


Figure 9 Configuring templates page 


 


 


b. On the Configuration Templates page, click Import…. 


c. On the Import Configuration Template page, select configuration template settings for the 


Device_A device class, add the Device_A class to the Applicable CPEs pane, and then click OK. 


d. Repeat the previous two steps to configure a configuration template for equipment room B's 


device class. 
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Figure 10 Importing configuration template 


 


 


After the configuration template is added successfully, a success message is displayed, as 


shown in Figure 11. 
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Figure 11 Configuration templates 


 


 


e. Select Service > BIMS > Configuration Management > Software Library from the top 


navigation bar. 


Figure 12 Configuring software library 


 


 


f. On the Software Library page, click Import…. 


g. On the Import CPE Software page, select the software images for the Device_A device class, 


add the Device_A class to the Applicable CPEs pane, and then click OK. 


h. Repeat the previous two steps to configure a software library entry for equipment room B's 


device class. 
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Figure 13 Importing CPE software 


 


 


6. Add auto-deployment tasks: 


a. Select Service > BIMS > Configuration Management > Deployment Guide from the top 


navigation bar. 


b. On the Deployment Guide page, click By Device Class in the Auto Deploy Configuration pane. 


Figure 14 Deployment Guide 


 


 


c. On the Auto Deploy Configuration page, click Select Class. 
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Figure 15 Configuring auto deployment 


 


 


d. On the Device Class page, select Device_A, and then click OK. 


Figure 16 Selecting device class 


 


 


e. On the Auto Deploy Configuration page, click OK. 


A success message is displayed, as shown in Figure 17. 
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Figure 17 Deployment task 


 


 


f. Add a deployment task for devices in equipment room B in the same way you add the 


deployment task for the devices in equipment room A. 


Configuring the DHCP server 


In this example, an HP device is operating as the DHCP server. 


1. Configure an IP address pool to assign IP addresses and DNS server address to the CPEs. This 


example uses subnet 10.185.10.0/24 for IP address assignment. 


# Enable DHCP. 


<DHCP_server> system-view 


[DHCP_server] dhcp enable 


# Enable DHCP server on VLAN-interface 1. 


[DHCP_server] interface vlan-interface 1 


[DHCP_server-Vlan-interface1] dhcp select server global-pool 


[DHCP_server-Vlan-interface1] quit 


# Exclude the DNS server address 10.185.10.60 and the ACS IP address 10.185.10.41 from 


dynamic allocation. 


[DHCP_server] dhcp server forbidden-ip 10.185.10.41 


[DHCP_server] dhcp server forbidden-ip 10.185.10.60 


# Create DHCP address pool 0. 


[DHCP_server] dhcp server ip-pool 0 


# Assign subnet 10.185.10.0/24 to the address pool, and specify the DNS server address 


10.185.10.60 in the address pool. 


[DHCP_server-dhcp-pool-0] network 10.185.10.0 mask 255.255.255.0 


[DHCP_server-dhcp-pool-0] dns-list 10.185.10.60 


2. Configure DHCP Option 43 to contain the ACS URL, username, and password in hexadecimal 


format. 
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[DHCP_server-dhcp-pool-0] option 43 hex 


0140687474703A2F2F6163732E64617461626173653A393039302F616373207669636B79203132333


435 


Configuring the DNS server 


Map http://acs.database:9090/acs to http://10.185.1.41:9090/acs on the DNS server. For more 


information about DNS configuration, see DNS server documentation. 


Connecting the CPEs to the network 


# Enable CWMP on Device A. 


[DeviceA] cwmp 


[DeviceA] cwmp enable 


# Configure Device B, Device C, Device D, Device E, and Device F in the same way Device A is 


configured. (Details not shown.) 


# Connect the CPEs to the network, and then power on the CPEs. (Details not shown.) 


At startup, the CPEs obtain the IP address and ACS information from the DHCP server to initiate a 


connection to the ACS. After the connection is established, the CPEs interact with the ACS to complete 


autoconfiguration. 


Verifying the configuration 


Verify that the CPEs have obtained the correct configuration file from the ACS: 


1. Select Service > Resource > Device Interaction Log from the top navigation bar. 


2. On the Device Interaction Log page, verify that the configuration has been deployed on the CPEs. 


Figure 18 Verifying the configuration deployment status 
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CWMP commands 


cwmp 


Use cwmp to enter CWMP view. 


Syntax 


cwmp 


Views 


System view 


Predefined user roles 


network-admin 


Examples 


# Enter CWMP view. 


<Sysname> system-view 


[Sysname] cwmp 


Related commands 


cwmp enable 


cwmp acs default password 


Use cwmp acs default password { cipher | simple } to configure a password for authentication to the 


default ACS URL. 


Use undo cwmp acs default password to restore the default. 


Syntax 


cwmp acs default password { cipher | simple } password 


undo cwmp acs default password 


Default 


No password is configured for authentication to the default ACS URL. 


Views 


CWMP view 


Predefined user roles 


network-admin 


Parameters 


cipher: Specifies a password in ciphertext. 


simple: Specifies a password in plain text. For security purposes, all passwords, including passwords 


configured in plain text, are saved in ciphertext. 
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password: Specifies the password string. This argument is case sensitive. If you specify the simple 


keyword, it must be a string of 1 to 255 characters. If you specify the cipher keyword, it must be a 


ciphertext string of 33 to 373 characters. 


Usage guidelines 


You can configure only one password for authentication to the default ACS URL. If you use the command 


multiple times, the password configured most recently takes effect. 


For a successful connection, make sure the CPE has the same password setting as the ACS. 


You do not need to configure this command if the default ACS URL does not require a password for 


authentication. 


Examples 


# Configure the password used for authentication to the default ACS URL. 


<Sysname> system-view 


[Sysname] cwmp 


[Sysname-cwmp] cwmp acs default password simple newpsw 


Related commands 


 cwmp acs default url 


 cwmp acs default username 


cwmp acs default url 


Use cwmp acs default url to specify a default ACS URL. 


Use undo cwmp acs default url to restore the default. 


Syntax 


cwmp acs default url url 


undo cwmp acs default url 


Default 


No default ACS URL is specified. 


Views 


CWMP view 


Predefined user roles 


network-admin 


Parameters 


url: Specifies the default ACS URL, a string of 8 to 255 characters. The URL must use the 


http://host[:port]/path or https://host[:port]/path format. 


Usage guidelines 


The CPE attempts to connect to the default ACS URL if no ACS URL has been assigned to it through the 


cwmp acs url command or DHCP. 







45 


You can configure only one default ACS URL. If you use the command multiple times, the final URL 


configuration takes effect. 


Examples 


# Specify the default ACS URL. 


<Sysname> system-view 


[Sysname] cwmp 


[Sysname-cwmp] cwmp acs default url http://www.acs.com:80/acs 


Related commands 


 cwmp acs default password 


 cwmp acs default username 


cwmp acs default username 


Use cwmp acs default username to configure the username for authentication to the default ACS. 


Use undo cwmp acs default username to restore the default. 


Syntax 


cwmp acs default username username 


undo cwmp acs default username 


Default 


No username is configured for authentication to the default ACS. 


Views 


CWMP view 


Predefined user roles 


network-admin 


Parameters 


username: Specifies a username, a case-sensitive string of 1 to 255 characters. 


Usage guidelines 


You can configure only one username for authentication to the default ACS URL. If you use the command 


multiple times, the final username configuration takes effect. 


For a successful connection, make sure the CPE has the same username setting as the ACS. 


Examples 


# Configure the username for authentication to the default ACS URL. 


<Sysname> system-view 


[Sysname] cwmp 


[Sysname-cwmp] cwmp acs default username newname 


Related commands 


 cwmp acs default password 
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 cwmp acs default url 


cwmp acs password 


Use cwmp acs password to configure the password for authentication to the preferred ACS URL. 


Use undo cwmp acs password to restore the default. 


Syntax 


cwmp acs password { cipher | simple } password 


undo cwmp acs password 


Default 


No password is configured for authentication to the preferred ACS URL. 


Views 


CWMP view 


Predefined user roles 


network-admin 


Parameters 


cipher: Specifies a password in ciphertext. 


simple: Specifies a password in plain text. For security purposes, all passwords, including passwords 


configured in plain text, are saved in ciphertext. 


password: Specifies the password string. This argument is case sensitive. If you specify the simple 


keyword, it must be a string of 1 to 255 characters. If you specify the cipher keyword, it must be a 


ciphertext string of 33 to 373 characters. 


Usage guidelines 


You can configure only one password for authentication to the preferred ACS URL. If you use the 


command multiple times, the final password configuration takes effect. 


For a successful connection, make sure the CPE has the same password setting as the ACS. 


You do not need to configure this command if the default ACS URL does not require a password for 


authentication. 


Examples 


# Configure the password used for authentication to the preferred ACS URL. 


<Sysname> system-view 


[Sysname] cwmp 


[Sysname-cwmp] cwmp acs password simple newpsw 


Related commands 


 cwmp acs url 


 cwmp acs username 
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cwmp acs url 


Use cwmp acs url to specify a preferred ACS URL. 


Use undo cwmp acs url to restore the default. 


Syntax 


cwmp acs url url 


undo cwmp acs url 


Default 


No preferred ACS URL is specified. 


Views 


CWMP view 


Predefined user roles 


network-admin 


Parameters 


url: Specifies the preferred ACS URL, a string of 8 to 255 characters. The URL must use the 


http://host[:port]/path or https://host[:port]/path format. 


Usage guidelines 


The device supports only one preferred ACS URL. If you use the command multiple times, the final URL 


configuration takes effect. 


The preferred ACS URL is configurable from the CPE's CLI, the DHCP server, and the ACS. The CLI- and 


ACS-assigned URLs have higher priority than the DHCP-assigned URL. The CLI- and ACS-assigned URLs 


overwrite each other. 


The CPE uses the default ACS attributes for connection establishment only when it is not assigned a 


preferred ACS URL from the CLI, ACS, or DHCP server. 


Examples 


# Specify the ACS URL. 


<Sysname> system-view 


[Sysname] cwmp 


[Sysname-cwmp] cwmp acs url http://www.acs.com:80/acs 


cwmp acs username 


Use cwmp acs username to configure the username for authentication to the preferred ACS URL. 


Use undo cwmp acs username to restore the default. 


Syntax 


cwmp acs username username 
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undo cwmp acs username 


Default 


No username is configured for authentication to the preferred ACS URL. 


Views 


CWMP view 


Predefined user roles 


network-admin 


Parameters 


username: Specifies a username, a case-sensitive string of 1 to 255 characters. 


Usage guidelines 


You can configure only one username for authentication to the preferred ACS URL. If you use the 


command multiple times, the final username configuration takes effect. 


For a successful connection, make sure the CPE has the same username setting as the ACS. 


Examples 


# Configure the username used for authentication to the preferred ACS URL. 


<Sysname> system-view 


[Sysname] cwmp 


[Sysname-cwmp] cwmp acs username newname 


Related commands 


 cwmp acs password 


cwmp cpe connect interface 


Use cwmp cpe connect interface to specify the CWMP connection interface. 


Use undo cwmp cpe connect interface to restore the default. 


Syntax 


cwmp cpe connect interface interface-type interface-number 


undo cwmp cpe connect interface 


Default 


By default, no interface is specified as the CWMP connection interface. 


Views 


CWMP view 


Predefined user roles 


network-admin 


Parameters 


interface-type interface-number: Specifies the type and number of the CWMP connection interface. 
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Usage guidelines 


CWMP connection interface is the interface that the CPE uses to communicate with the ACS. To 


establish a CWMP connection, the CPE sends the IP address of this interface in the Inform message, and 


the ACS replies to this IP address. 


Typically, the CPE selects the CWMP connection interface automatically. 


If the interface that connects the CPE to the ACS is the only Layer 3 interface that has an IP address on 


the device, you do not need to specify the CWMP connection interface. 


If the CPE has multiple Layer 3 interfaces, specify the interface that connects to the ACS as the CWMP 


connection interface. This manual setting prevents incorrect CWMP connection interface selection, which 


might occur with automatic selection. 


Examples 


Specify Vlan-interface1 as the CWMP connection interface. 


<Sysname> system-view 


[Sysname] cwmp 


[Sysname-cwmp] cwmp cpe connect interface vlan-interface 1 


cwmp cpe connect retry 


Use cwmp cpe connect retry to configure the maximum number of attempts the CPE can make to retry a 


failed CWMP connection. 


Use undo cwmp cpe connect retry to restore the default. 


Syntax 


cwmp cpe connect retry times 


undo cwmp cpe connect retry 


Default 


The CPE retries a failed connection until the connection is established with the ACS. 


Views 


CWMP view 


Predefined user roles 


network-admin 


Parameters 


times: Specifies the maximum number of CWMP connection retries. The value range is 0 to 100. To 


disable the CPE to retry a CWMP connection, set this argument to 0. 


Usage guidelines 


The CPE retries connecting to the ACS when its initial connection attempt fails or the CWMP session is 


ended before the CPE receives a session closed message from the ACS. The CPE stops its connection 
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retry attempts until the connection is established or the number of connection retries reaches the upper 


limit. 


Examples 


# Set the maximum number of CWMP connection retries to 5. 


<Sysname> system-view 


[Sysname] cwmp 


[Sysname-cwmp] cwmp cpe connect retry 5 


cwmp cpe inform interval 


Use cwmp cpe inform interval to configure the periodic Inform interval. 


Use undo cwmp cpe inform interval to restore the default. 


Syntax 


cwmp cpe inform interval seconds 


undo cwmp cpe inform interval 


Default 


The periodic Inform interval is 600 seconds. 


Views 


CWMP view 


Predefined user roles 


network-admin 


Parameters 


seconds: Sets the periodic Inform interval in the range of 10 to 86400 seconds. 


Usage guidelines 


This command sets the interval for the CPE to send Inform messages automatically to the ACS. For the 


command to take effect, you must configure the cwmp cpe inform interval enable command. 


Examples 


# Set the periodic Inform interval to 3600 seconds. 


<Sysname> system-view 


[Sysname] cwmp 


[Sysname-cwmp] cwmp cpe inform interval enable 


[Sysname-cwmp] cwmp cpe inform interval 3600 


Related commands 


cwmp cpe inform interval enable 
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cwmp cpe inform interval enable 


Use cwmp cpe inform interval enable to enable the periodic Inform feature. 


Use undo cwmp cpe inform interval enable to restore the default. 


Syntax 


cwmp cpe inform interval enable 


undo cwmp cpe inform interval enable 


Default 


The CPE does not send Inform messages periodically. 


Views 


CWMP view 


Predefined user roles 


network-admin 


Usage guidelines 


If this command is configured, the CPE sends Inform messages regularly to establish a CWMP session 


with the ACS. To set the periodic Inform interval, use the cwmp cpe inform interval command. 


Examples 


# Enable the periodic Inform feature. 


<Sysname> system-view 


[Sysname] cwmp 


[Sysname-cwmp] cwmp cpe inform interval enable 


Related commands 


cwmp cpe inform interval 


cwmp cpe inform time 


Use cwmp cpe inform time to schedule a connection initiation for the CPE to connect to the ACS. 


Use undo cwmp cpe inform time to restore the default. 


Syntax 


cwmp cpe inform time time 


undo cwmp cpe inform time 


Default 


No connection initiation has been scheduled. 


Views 


CWMP view 
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Predefined user roles 


network-admin 


Parameters 


time: Specifies the time at which the CPE sends an Inform message. The time format is 


yyyy-mm-ddThh:mm:ss, and the value range is 1970-01-01T00:00:00 to 2035-12-31T23:59:59. The 


specified time must be greater than the current system time. 


Examples 


# Configure the CPE to send an Inform message at 2007-12-01T20:00:00. 


<Sysname> system-view 


[Sysname] cwmp 


[Sysname-cwmp] cwmp cpe inform time 2012-12-01T20:00:00 


cwmp cpe password 


Use cwmp cpe password to configure the password for the CPE to authenticate the ACS. 


Use undo cwmp cpe password to restore the default. 


Syntax 


cwmp cpe password { cipher | simple } password 


undo cwmp cpe password 


Default 


No password is configured for authenticating the ACS. 


Views 


CWMP view 


Predefined user roles 


network-admin 


Parameters 


cipher: Specifies a password in ciphertext. 


simple: Specifies a password in plain text. For security purposes, all passwords, including passwords 


configured in plain text, are saved in ciphertext. 


password: Specifies the password string. This argument is case sensitive. If you specify the simple 


keyword, it must be a string of 1 to 255 characters. If you specify the cipher keyword, it must be a 


ciphertext string of 33 to 373 characters. 


Usage guidelines 


You can configure only one password for the ACS to authenticate to the CPE when it initiates a 


connection. If you use the command multiple times, the final password configuration takes effect. 


For a successful connection, make sure the ACS has the same password setting as the CPE. 
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If a password is configured, the ACS must provide the correct password when it requests the CPE to 


initiate a CWMP session. If the password is incorrect, the CPE denies the connection request from the 


ACS. 


You do not need to configure this command if you want to disable ACS authentication or authenticate 


the ACS only based on its username. 


Examples 


# Configure the password used for authenticating the ACS. 


<Sysname> system-view 


[Sysname] cwmp 


[Sysname-cwmp] cwmp cpe password simple newpsw 


Related commands 


cwmp cpe username 


cwmp cpe provision-code 


Use cwmp cpe provision-code to configure the provision code of the CPE. 


Use undo cwmp cpe provision-code to restore the default. 


Syntax 


cwmp cpe provision-code provision-code 


undo cwmp cpe provision-code 


Default 


The provision code is PROVISIONCODE. 


Views 


CWMP view 


Predefined user roles 


network-admin 


Parameters 


provision-code: Specifies a provision code, a string of 1 to 64 characters. The string can contain 


uppercase letters, digits, and the full stop (.). 


Usage guidelines 


The provision code identifies a set of services and parameters subscribed to by the CPE. When the CPE 


initiates a session to the ACS, the CPE must send the provision code in the Inform message. 


The CPE can have only one provision code. If you use the command multiple times, the final provision 


code takes effect. 


Examples 


# Set the provision code to H20130525. 


<Sysname> system 
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[Sysname] cwmp 


[Sysname-cwmp] cwmp cpe provision-code H20130525 


cwmp cpe stun enable 


Use cwmp cpe stun enable to enable NAT traversal for the connection requests from the ACS to reach the 


CPE through a NAT gateway. 


Use undo cwmp cpe stun enable to restore the default. 


Syntax 


cwmp cpe stun enable 


undo cwmp cpe stun enable 


Default 


NAT traversal is disabled for CWMP. 


Views 


CWMP view 


Predefined user roles 


network-admin 


Usage guidelines 


Connection requests initiated from the CPE can reach the ACS through a NAT gateway without NAT 


traversal. However, for the connection request initiated from the ACS to reach the CPE, you must enable 


NAT traversal on the CPE when a NAT gateway resides between the CPE and the ACS. 


The NAT traversal feature complies with Simple Traversal of UDP Through NATs (STUN), RFC 3489. The 


feature enables the CPE to do the following: 


 Discovers the NAT gateway.  


 Obtains an open NAT binding (a public IP address and port binding) through which the ACS can 


send unsolicited packets. 


The CPE sends the binding to the ACS when it initiates a connection to the ACS. For the connection 


requests sent by the ACS at any time to reach the CPE, the CPE maintains the open NAT binding. 


Examples 


# Enable NAT traversal for the CPE. 


<Sysname> system-view 


[Sysname] cwmp 


[Sysname-cwmp] cwmp cpe stun enable 


cwmp cpe username 


Use cwmp cpe username to configure the username for the CPE to authenticate the ACS. 
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Use undo cwmp cpe username to restore the default. 


Syntax 


cwmp cpe username username 


undo cwmp cpe username 


Default 


No username is configured for authenticating the ACS. 


Views 


CWMP view 


Predefined user roles 


network-admin 


Parameters 


username: Specifies a username, a case-sensitive string of 1 to 255 characters. 


Usage guidelines 


You can configure only one username for the ACS to authenticate to the CPE when it initiates a 


connection. If you use the command multiple times, the final username configuration takes effect. 


For a successful connection, make sure the ACS has the same username setting as the CPE. If a 


password is required, you must also make sure the ACS has the same password setting as the CPE. 


The ACS must provide the correct username when it requests the CPE to initiate a CWMP session. If the 


username is incorrect, the CPE denies the connection request from the ACS. 


You do not need to configure this command if you want to disable ACS authentication or authenticate 


the ACS only based on its username. 


Examples 


# Configure the username used for authenticating the ACS. 


<Sysname> system-view 


[Sysname] cwmp 


[Sysname-cwmp] cwmp cpe username newname 


Related commands 


cwmp cpe password 


cwmp cpe wait timeout 


Use cwmp cpe wait timeout to configure the close-wait timer for the CPE to close an idle connection. 


Use undo cwmp cpe wait timeout to restore the default. 


Syntax 


cwmp cpe wait timeout seconds 


undo cwmp cpe wait timeout 
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Default 


The close-wait timer is 30 seconds. 


Views 


CWMP view 


Predefined user roles 


network-admin 


Parameters 


seconds: Sets the close-wait timer, in the range of 30 to 1800 seconds. 


Usage guidelines 


The close-wait timer specifies the amount of time the connection to the ACS can be idle before it is 


terminated. The CPE terminates the connection to the ACS if no traffic is transmitted before the timer 


expires. 


The timer also specifies the maximum amount of time the CPE waits for the response to a session request. 


The CPE determines that its session attempt has failed when the timer expires. By default, the CPE retries 


a failed session until the session is established with the ACS. To limit the number of retries, use the cwmp 


cpe connect retry command. 


Examples 


# Set the close-wait time to 60 seconds. 


<Sysname> system-view 


[Sysname] cwmp 


[Sysname-cwmp] cwmp cpe wait timeout 60 


cwmp enable 


Use cwmp enable to enable CWMP. 


Use undo cwmp enable to disable CWMP. 


Syntax 


cwmp enable 


undo cwmp enable 


Default 


CWMP is enabled. 


Views 


CWMP view 


Predefined user roles 


network-admin 
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Usage guidelines 


CWMP configuration takes effect only after CWMP is enabled. 


Examples 


# Disable CWMP. 


<Sysname> system-view 


[Sysname] cwmp 


[Sysname-cwmp] undo cwmp enable 


Related commands 


cwmp 


display cwmp configuration 


Use display cwmp configuration to display the CWMP configuration. 


Syntax 


display cwmp configuration 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Examples 


# Display the CWMP configuration after CWMP is enabled. 


<Sysname> display cwmp configuration 


CWMP state                                                   : Enabled 


ACS URL                                                       : http://www.acs.com:80/acs 


ACS username                                                 : newname 


ACS default URL                                              : Null 


ACS default username                                        : defname 


Periodic inform                                              : Disabled 


Inform interval                                              : 600s 


Inform time                                                   : None 


Wait timeout                                                  : 30s 


Connection retries                                           : Unlimited 


Source IP interface                                          : None 


STUN state                                                     : Disable 


SSL policy name                                               : Null 


Table 9 Command output 


Field Description 


CWMP state Status of CWMP: Enabled or Disabled. 
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Field Description 


ACS URL 
Preferred ACS URL.  


This field displays Null if no preferred ACS URL has been specified. 


ACS username Username for the CPE to authenticate to the ACS. 


ACS default URL 


Default ACS URL.  


The CPE attempts to connect to the default ACS URL if no ACS URL has been 


assigned to it through the cwmp acs url command, ACS, or DHCP.  


This field displays Null if no default ACS URL has been configured. 


ACS default username 


Username for the CPE to authenticate to the default ACS URL.  


This field displays Null if no username has been configured for authentication to 


the default ACS URL. 


Periodic inform Status of the periodic Inform feature: Enabled or Disabled. 


Inform interval Periodic Inform interval. The default interval is 600 seconds. 


Inform time 
Date and time at which an Inform message is scheduled to be sent. If you do not 


schedule an Inform sending, this field displays None. 


Wait timeout 
Close-wait timer. This timer is configurable with the cwmp cpe wait timeout 


command. 


Connection retries 


Number of attempts the CPE can make to retry a failed CWMP connection. 


This field displays Unlimited if the default setting is used. The CPE retries a failed 


session until the session is established with the ACS. 


Source IP interface 
IP address of the specified CWMP connection interface. This field displays None 


if you have not specified a CWMP connection interface. 


STUN state 


Status of NAT traversal for CWMP: Enabled or Disabled.  


For the connection request initiated from the ACS to reach the CPE, you must 


enable NAT traversal when a NAT gateway resides between the CPE and the 


ACS. 


SSL policy name 


SSL client policy specified for the CPE to authenticate the ACS for establishing an 


HTTPS connection. You must specify an SSL client policy when HTTPS is used.  


This field displays Null if you have not specified an SSL client policy. 


 


Related commands 


display cwmp status 


display cwmp status 


Use display cwmp status to display CWMP state information. 


Syntax 


display cwmp status 


Views 


Any view 
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Predefined user roles 


network-admin 


network-operator 


Examples 


# Display CWMP state information. 


<Sysname> display cwmp status 


CWMP state                                                   : Enabled 


ACS URL of most recent connection                        : http://www.acs.com:80/acs 


ACS information source                                     : User 


ACS username of most recent connection                  : newname 


Connection status                                           : Disconnected 


Data transfer status                                       : None 


Most recent successful connection attempt              : None 


Length of time before next connection attempt         : 1096832s 


Table 10 Command output 


Field Description 


CWMP state Status of CWMP: Enabled or Disabled. 


ACS URL of most recent 


connection 
ACS URL used for the most recent connection to the ACS. 


ACS information source 


Source from which the CPE obtained the ACS URL: 


 User—ACS URL assigned by using the cwmp acs url command or by ACS. 


 DHCP—ACS URL assigned by the DHCP server. 


 Default—ACS URL assigned by using the cwmp acs default url command. 


This field displays None if no ACS URL was available. 


ACS username of most 


recent connection 


Username used for the most recent connection to the ACS.  


This field displays Null if no ACS username was available. 


Connection status 


Current CWMP session status: 


 Connected—A CWMP session has been established to the ACS. 


 Disconnected—No CWMP session has been established to the ACS. 


 Waiting response—The CPE is waiting for the connection response from the 


ACS. 


Data transfer status 


Data transfer status of the CPE: 


 Uploading—The CPE is uploading data. 


 Downloading—The CPE is downloading data. 


 None—No data is transferred. 


Most recent successful 


connection attempt 


Time of the most recent successful CWMP connection. This field displays None if 


no CWMP session was established. 


Length of time before next 


connection attempt 


Amount of time (in seconds) that the CPE must wait before it initiates the next 


connection. This field displays None if periodic Inform is disabled. 


 


Related commands 


display cwmp configuration 
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ssl client-policy 


Use ssl client-policy to specify an SSL client policy for CWMP. 


Use undo ssl client-policy to remove the specified SSL client policy. 


Syntax 


ssl client-policy policy-name 


undo ssl client-policy 


Default 


No SSL client policy is specified for CWMP. 


Views 


CWMP view 


Predefined user roles 


network-admin 


Parameters 


policy-name: Specifies the name of an SSL client policy, a string of 1 to 31 characters. 


Usage guidelines 


CWMP uses HTTP or HTTPS for data transmission. If the ACS uses HTTPS for secure access, its URL 


begins with https://. You must configure an SSL client policy for the CPE to authenticate the ACS for 


establishing an HTTPS connection. For more information about configuring SSL client policies, see 


Security Configuration Guide. 


Examples 


# Specify the SSL client policy test for CWMP. 


<Sysname> system 


[Sysname] cwmp 


[Sysname-cwmp] ssl client-policy test 


New feature: NETCONF over SSH 


Configuring NETCONF over SSH 


NETCONF over SSH allows users to use a client to perform NETCONF operations on the device through 


a NETCONF-over-SSH connection. 


When the device acts as a server in the NETCONF-over-SSH connection, connection requests initiated by 


SSH1 clients are not supported. 


To configure NETCONF over SSH: 
 


Step Command Remark 


1. Enter system view. system-view N/A 
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Step Command Remark 


2. (Optional.) Specify a port 


to listen for 


NETCONF-over-SSH 


connections. 


netconf ssh server port port number 
By default, port 830 listens for 


NETCONF-over-SSH connections. 


3. Enable NETCONF over 


SSH. 
netconf ssh server enable 


By default, NETCONF over SSH is 


disabled. 


4. Create an SSH user, and 


specify the service type as 


NETCONF for the user. 


 In non-FIPS mode: 


ssh user username service-type 


netconf authentication-type 


{ password | { any | 


password-publickey | 


publickey } assign { pki-domain 


domain-name | publickey 


keyname } } 


 In FIPS mode: 


ssh user username service-type 


netconf authentication-type 


{ password | 


password-publickey assign 


{ pki-domain domain-name | 


publickey keyname } } 


By default, no SSH user exists. 


 


Command reference 


New command: netconf ssh server enable 


Use netconf ssh server enable to enable NETCONF over SSH. 


Use undo netconf ssh server enable to disable NETCONF over SSH. 


Syntax 


netconf ssh server enable 


undo netconf ssh server enable 


Default 


NETCONF over SSH is disabled. 


Views 


System view 


Predefined user roles 


network-admin 


Usage guidelines 


This feature allows you to use an SSH client to invoke NETCONF as an SSH subsystem, and to directly 


issue XML messages to perform NETCONF operations without using the xml command. 
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Before you execute this command, configure the authentication mode for users as scheme on the device. 


Then, the NETCONF-over-SSH-enabled user terminals can access the device through NETCONF over 


SSH. 


Only capability set urn:ietf:params:netconf:base:1.0 is available. It is supported by both the device and 


user terminals. 


Examples 


# Enable NETCONF over SSH. 


<Sysname> system 


[Sysname] netconf ssh server enable 


New command: netconf ssh server port 


Use netconf ssh server port to set a port to listen for NETCONF-over-SSH connections. 


Use undo netconf ssh server enable to restore the default. 


Syntax 


netconf ssh server port port-number 


undo netconf ssh server port 


Default 


Port 830 listens for NETCONF-over-SSH connections. 


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


port-number: Specifies a port by its number in the range of 1 to 65535. 


Usage guidelines 


SSH service can share the same port with other services, but might not operate correctly. When assigning 


a listening port, make sure the specified port is not being used by other services. 


Examples 


# Configure port 800 to listen for NETCONF-over-SSH connections. 


<Sysname> system 


[Sysname] netconf ssh server port 800 


New command: ssh user service-type netconf 


Use ssh user service-type netconf to create an SSH user, and specify the service type as NETCONF and 


authentication method for the user. 


Use undo ssh user to delete an SSH user. 
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Syntax 


In non-FIPS mode: 


ssh user username service-type  netconf authentication-type { password | { any | password-publickey 


| publickey } assign { pki-domain domain-name | publickey keyname } } 


undo ssh user username 


In FIPS mode: 


ssh user username service-type netconf authentication-type { password | password-publickey assign 


{ pki-domain domain-name | publickey keyname } } 


undo ssh user username 


Default 


No SSH users exist. 


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


username: Specifies an SSH username, a case-sensitive string of 1 to 80 characters. If the username 


contains an ISP domain name, use the form pureusername@domain. The pureusername argument is a 


string of 1 to 55 characters. The domain argument is a string of 1 to 24 characters. 


service-type netconf: Specifies the service type as NETCONF for the SSH user. 


authentication-type: Specifies an authentication method for the SSH user: 


 password: Specifies password authentication. This authentication method provides easy and fast 


encryption, but it is vulnerable. It can work with AAA to implement user authentication, 


authorization, and accounting. 


 any: Specifies either password authentication or publickey authentication. 


 password-publickey: Specifies both password authentication and publickey authentication for 


SSH2 clients. In SSH2, the password-publickey authentication method provides higher security. If 


the client runs SSH1, this keyword specifies either password authentication or publickey 


authentication. 


 publickey: Specifies publickey authentication. This authentication method has complicated and 


slow encryption, but it provides strong authentication that can defend against brute-force attacks. 


This authentication method is easy to use. If this method is configured, the authentication process 


completes automatically without entering any password. 


assign: Specifies parameters used for verifying the client. 


 pki-domain domain-name: Specifies the PKI domain that verifies the client certificate. The 


domain-name argument is a case-insensitive string of 1 to 31 characters. The server uses the CA 







64 


certificate that is saved in the PKI domain to verify the client certificate. In this scenario, the server 


does not need to save clients' public keys in advance. 


 publickey keyname: Specifies the public key of the SSH client. The keyname argument represents 


the SSH client's public key configured on the server. It is a case-insensitive string of 1 to 64 


characters. The server uses the client's public key to check the validity of the client. If the public key 


file of the client is changed, you must update the client's public key on the server promptly. 


Examples 


# Create an SSH user user1. Specify the service type as netconf and the authentication method as 


password-publickey for the user. Assign the host public key key1 to the user. 


<Sysname> system-view 


[Sysname] ssh user user1 service-type netconf authentication-type password-publickey 


assign publickey key1 


Modified feature: Generating SSH key pairs 


Feature change description 


Before modification: When you configure the device as an SSH server, you must use the public-key local 


create to locally generate a DSA key pair or two RSA key pairs on it. 


After modification: When you execute any of the SSH configuration commands on the device to trigger 


the running of the SSH application, the SSH server automatically generates two RSA key pairs. 


Command changes 


None. 
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		ipv6 dhcp client pd

		ipv6 dhcp client stateless enable

		reset ipv6 dhcp client statistics





		New feature: Static IPv6 prefix configuration

		Configuring a static IPv6 prefix

		Command reference

		ipv6 prefix





		New feature: IPv6 prefix information display

		Displaying IPv6 prefix information

		Command reference

		display ipv6 prefix
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		Clearing outgoing queue-based traffic statistics

		Command changes

		Deleted command: reset qos queue-statistics interface outbound





		New feature: CWMP

		Overview

		CWMP network framework

		Basic CWMP functions

		Autoconfiguration

		Software image management

		Data backup

		Status and performance monitoring



		How CWMP works

		RPC methods

		Autoconnect between ACS and CPE

		CWMP connection establishment

		1. After obtaining the basic ACS parameters, the CPE initiates a TCP connection to the ACS.

		2. If HTTPS is used, the CPE and the ACS initialize SSL for a secure HTTP connection.

		3. The CPE sends an Inform message in HTTPS to initiate a CWMP session.

		4. After the CPE passes authentication, the ACS returns an Inform response to establish the session.

		5. After sending all requests, the CPE sends an empty HTTP post message.

		6. If the ACS wants to point the CPE to a new ACS URL, the ACS queries the ACS URL set on the CPE.

		7. The CPE replies with its ACS URL setting.

		8. The ACS sends a Set request to modify the ACS URL on the CPE.

		9. After the ACS URL is modified, the CPE sends a response.

		10. The ACS sends an empty HTTP message to notify the CPE that it has no other requests.

		11. The CPE closes the connection, and then initiates a new connection to the new ACS URL.







		Configuration task list

		Enabling CWMP from the CLI

		Configuring ACS attributes

		Configuring the preferred ACS attributes

		Assigning ACS attributes from the DHCP server

		Configuring the preferred ACS attributes from the CLI



		Configuring the default ACS attributes from the CLI



		Configuring CPE attributes

		Configuring ACS authentication parameters

		Configuring the provision code

		Configuring the CWMP connection interface

		Configuring autoconnect parameters

		Configuring the periodic Inform feature

		Scheduling a connection initiation

		Configuring the maximum number of connection retries

		Configuring the close-wait timer



		Enabling NAT traversal for the CPE

		Specifying an SSL client policy for HTTPS connection to ACS



		Displaying and maintaining CWMP

		CWMP configuration example
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		Configuration procedure

		Configuring the ACS

		1. Log in to the ACS:

		a. Launch a Web browser on the ACS configuration terminal.

		b. In the address bar of the Web browser, enter the ACS URL and port number. This example uses http://10.185.10.41:8080/imc.

		c. On the login page, enter the ACS login username and password, and then click Login.

		2. Add device groups and device classes for devices in equipment rooms A and B:

		a. Select Service > Resource > Device Group from the top navigation bar.

		b. Click Add.

		c. On the Add Device Group page, enter a service group name (for example, DB_1), and then click OK.

		d. Select Service > Resource > Device Class from the top navigation bar.

		e. Click Add.

		f. On the Add Device Class page, enter a device class name for devices in equipment room A, and then click OK.

		g. Repeat the previous two steps to create a device class for devices in equipment room B.

		3. Add the devices as CPEs:

		a. Select Service > BIMS > Add CPE from the top navigation bar.

		b. On the Add CPE page, enter or select basic settings for device A, and then click OK.

		c. Repeat the previous two steps to add other devices.

		4. Configure the system settings of the ACS, as shown in Figure 8.

		5. Add configuration templates and software library entries for the two classes of devices:

		a. Select Service > BIMS > Configuration Management > Configuration Templates from the navigation tree.

		b. On the Configuration Templates page, click Import….

		c. On the Import Configuration Template page, select configuration template settings for the Device_A device class, add the Device_A class to the Applicable CPEs pane, and then click OK.

		d. Repeat the previous two steps to configure a configuration template for equipment room B's device class.

		e. Select Service > BIMS > Configuration Management > Software Library from the top navigation bar.

		f. On the Software Library page, click Import….

		g. On the Import CPE Software page, select the software images for the Device_A device class, add the Device_A class to the Applicable CPEs pane, and then click OK.

		h. Repeat the previous two steps to configure a software library entry for equipment room B's device class.

		6. Add auto-deployment tasks:

		a. Select Service > BIMS > Configuration Management > Deployment Guide from the top navigation bar.

		b. On the Deployment Guide page, click By Device Class in the Auto Deploy Configuration pane.

		c. On the Auto Deploy Configuration page, click Select Class.

		d. On the Device Class page, select Device_A, and then click OK.

		e. On the Auto Deploy Configuration page, click OK.

		f. Add a deployment task for devices in equipment room B in the same way you add the deployment task for the devices in equipment room A.



		Configuring the DHCP server

		1. Configure an IP address pool to assign IP addresses and DNS server address to the CPEs. This example uses subnet 10.185.10.0/24 for IP address assignment.

		2. Configure DHCP Option 43 to contain the ACS URL, username, and password in hexadecimal format.



		Configuring the DNS server

		Connecting the CPEs to the network



		Verifying the configuration

		1. Select Service > Resource > Device Interaction Log from the top navigation bar.

		2. On the Device Interaction Log page, verify that the configuration has been deployed on the CPEs.





		CWMP commands

		cwmp

		cwmp acs default password

		cwmp acs default url

		cwmp acs default username

		cwmp acs password

		cwmp acs url

		cwmp acs username

		cwmp cpe connect interface

		cwmp cpe connect retry

		cwmp cpe inform interval

		cwmp cpe inform interval enable

		cwmp cpe inform time

		cwmp cpe password

		cwmp cpe provision-code

		cwmp cpe stun enable

		cwmp cpe username

		cwmp cpe wait timeout

		cwmp enable

		display cwmp configuration

		display cwmp status

		ssl client-policy
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		Command reference

		New command: netconf ssh server enable

		New command: netconf ssh server port

		New command: ssh user service-type netconf
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